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User Authorization
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0f| : Simple Shopping Cart

String name = req.getRemoteUser();
if (name == null) {
// Explain that the server administrator should protect this page
by
else {
String[] items = req.getParameterValues("item");
if (items = null) {
for (inti = 0; i < items.length; i++) {
addItemToCart(name, items[i]);
b
b
b
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<FORM ACTION="/servlet/MovieFinder" METHOD="POST">

<INPUT TYPE=hidden NAME="zip" VALUE="94040">
<INPUT TYPE=hidden NAME="level" VALUE="expert">

</FORM>
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| : Hidden FieldE 0|-&%t Shopping Cart

public class ShoppingCartViewerHidden extends HttpServlet {

public void doGet(HttpServletRequest req, HttpServietResponse res)
throws ServletException, IOException {
res.setContentType("text/html");
PrintWriter out = res.getWriter();

out.printin("<HEAD><TITLE>Current Shopping Cart Items</TITLE></HEAD>");
out.printin("<BODY>");

// Cart items are passed in as the item parameter.

// Print the current cart items.
out.printin("You currently have the following items in your cart: <BR>");

- Cusrent Shopping Cait ltems - Melscape

if (items == null) { Dl £t Siww G5 Cownricsos Help
out.printin("<B>None</B>"); _ I}' Jj -4 o { ! & 3k ﬂ
} Back Fielbad Home Seach Gude Secuiity ;
elg,St.{println("<UL>"); - ¥ Bookmaks 4 Location [hitp J.-'ln-?dlhnsr.:HUBU-’s':n'l-'.'t-’ShuppnuEaNm:"?icm;.luwurﬁcn-{-j
for (inti = 0; i < items.length; i++) {
out.printin("<LI>" + items[i]); Tou currently have the following items o vour cart:
out.printin("</UL>"); + Java Servlet Programsrong

+ Javam a Nutshefl
+ Wehmaster n a Mutshell

// Ask if the user wants to add more items or check out.
// Include the current items as hidden fields so they'll be passed on.
out.printin("<FORM ACTION="/servlet/ShoppingCart" METHOD=POST>"); e L LA
if (items !'= null) {
for (inti = 0; i < items.length; i++) {
out.printin("<INPUT TYPE=hidden NAME=item VALUE=W"" +

Would you like to

Document: Done ik e AR

items[i] + "W'">");
¥
out.printin("Would you like to<BR>");
out.printin("<INPUT TYPE=submit VALUE=W" Add More Items W">");

out.printin("<INPUT TYPE=submit VALUE=W" Check Out W">");
out.printin("</FORM>");

out.printin("</BODY></HTML>");
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o HttpSession= 0|& 3%t Tracking

=« CookieE 0|&73%t Session Tracking= K| &St7| {5t Servlet 2
o A

« HttpSession?| =8 HAE
= public HttpSession HttpServletRequest.getSession(boolean create)
= public void HttpSession.putValue(String name, Object value)
= public Object HttpSession.getValue(String name)
= public String[] HttpSession.getValueNames()
= public void HttpSession.removeValue(String name)
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a 0| Xl : Welcome
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public class ShowSession extends HttpServlet {
public void doGet(HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {
HttpSession session = request.getSession(true);
response.setContentType("text/html");
PrintWriter out = response.getWriter();
String title = "Searching the Web";
String heading;
Integer accessCount = new Integer(0);;
if (session.isNew()) {
heading = "Welcome, Newcomer";
} else {
heading = "Welcome Back";
Integer oldAccessCount =
// Use getAttribute, not getValue, in version
/] 2.2 of servlet API.
(Integer)session.getValue("accessCount");
if (oldAccessCount != null) {
accessCount =
new Integer(oldAccessCount.intValue() + 1);
b

b
// Use putAttribute in version 2.2 of servlet API.

session.putValue("accessCount", accessCount);

out.println(ServletUtilities.headWithTitle(title) +

"<BODY BGCOLOR=W"#FDF5E6W">Wn" +

"<H1 ALIGN=W"CENTERW">" + heading + "</H1>Wn" +
"<H2>Information on Your Session:</H2>Wn" +

"<TABLE BORDER=1 ALIGN=CENTER>Wn" +

"<TR BGCOLOR=W"#FFADOOW">Wn" +

" <TH>Info Type<TH>ValueWn" +

"<TR>Wn" +

" <TD>IDWn" +

" <TD>" + session.getld() + "Wn" +

"<TR>Wn" +

" <TD>Creation TimeWwn" +

" <TD>" + new Date(session.getCreationTime()) + "Wn" +
"<TR>Wn" +

" <TD>Time of Last AccessWwn" +

" <TD>" + new Date(session.getLastAccessedTime()) + "Wn" +
"<TR>Wn" +

" <TD>Number of Previous AccessesWwn" +

" <TD>" + accessCount + "Wn" +

"</TABLE>Wn" +

"</BODY></HTML>");

# Searching the Web - Netscape
File Edit Miew Go Communicator Help
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Information on Your Session:

‘ Info Type ‘ Value

m (Q2LENRAAAAAATAGIMVSQAAA
[Creation Time Wed Nov 17 13:43:31 EST 1999
TTime of Last Access Wed Nov 17 13:44:25 EST 1999
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a 0 : Hit Count

TTPSession

public class SessionTracker extends HttpServlet {

public void doGet(HttpServletRequest req, HttpServietResponse res)
throws ServletException, IOException {
res.setContentType("text/html");
PrintWriter out = res.getWriter();

// Get the current session object, create one if necessary
HttpSession session = req.getSession(true);
// Increment the hit count for this page. The value is saved
// in this client's session under the name "tracker.count".
Integer count = (Integer)session.getValue("tracker.count");
if (count == null)

count = new Integer(1);

else
count = new Integer(count.intValue() + 1);
session.putValue("tracker.count", count);

out.printin("<HTML><HEAD><TITLE>SessionTracker</TITLE></HEA
out.printin("<BODY><H1>Session Tracking Demo</H1>");

// Display the hit count for this page
out.printin("You've visited this page " + count +
((count.intvalue() == 1) ? " time." : " times."));

out.printin("<P>");
out.printin("<H2>Here is your session data:</H2>");

String[] names = session.getValueNames();
for (inti = 0; i < names.length; i++) {

=| Meiscape: Sessionlracker

File Edit “iew Go Communicator
") 3 D e £ P oo -1
Back Reload  Home Seach Gulde  Pdnt  Security
¥ Bockmarks & Go Tol |heep: f/losalhost: 8080 fservlet /Sessis

' Session Tracking Demo
You'we visibed this page 12 times.
Here is your session data:
movie level: beglnner

| moviezip: 50677
tracker.count: 12

by
out.printin("</BODY></HTML>");

out.printin(names[i] + ": " + session.getValue(names[i]) + "<BR>");L
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= public String HttpSession.getld()
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public boolean HttpSession.isNew()
MZ 4gEl SessionQX| & =Qlstr| 9o HE
public void HttpSession.invalidate()
Sessiong £ 23}, Session0f] &= HEE AMK|
public long HttpSession.getCreationTime()
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public long HttpSession.getLastAccessedTime()
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o 0O : ™ A|ZHO| X|LF SessionS 223}

public class Manuallnvalidate extends HttpServiet {

public void doGet(HttpServletRequest req, HttpServietResponse res)
throws ServletException, IOException {
res.setContentType("text/html");
PrintWriter out = res.getWriter();

// Get the current session object, create one if necessary
HttpSession session = req.getSession(true);

// Invalidate the session if it's more than a day old or has been

// inactive for more than an hour.

if (!session.isNew()) { // skip new sessions
Date dayAgo = new Date(System.currentTimeMillis() - 24*60*60*1000);//1& &
Date hourAgo = new Date(System.currentTimeMillis() - 60*60*1000); //1Al2t ™
Date created = new Date(session.getCreationTime());
Date accessed = new Date(session.getLastAccessedTime());

if (created.before(dayAgo) || accessed.before(hourAgo)) {
session.invalidate();
session = req.getSession(true); // get a new session

by
}
// Continue processing...
by
: }
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Persistent Cookies

o Cookiezt
= 58 Session 2 £ US0| RAE == MBO| 25 ELX
*1 HE}%H LHOll MEE[=F of= YE
= Browser should store up to 300 cookies
= 4Kb each
= 20 per domain

= Cookieo| =%t

« B2 HeE Cooklea NESHH, MHS HOIXIo &206ts 2
QEN Ciol 2= CookieE M=t
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Persistent Cookies

o Cookieo| M=
= Cookiel| & HE|
= Content-Type: text/html

= Set-Cookie: numVisits=3; expires Monday, 01-Nov-1999 23:59:59
EST

Format for expiration is Weekday, Day-Month-Year Hour:Minutes:Seconds
GMT

o Cookie AFEE 2|TF =Q OACE
= public Cookie(String name, String value)
« HERX 0| 22 CookieE H-d3t7| 5 AHE

Cookie cookie = new Cookie( “username”, name );

= public void HttpServletResponse.addCookie(Cookie cookie)
« ‘d-dEl CookieE E2t2 X0 HESH7| 28l AHE

£ 3200

v M HATIONAL UNIYERSITY
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Persistent Cookies

o Cookie AIEZ F|Tt =82 HAE

= public void Cookie.setVersion(int v)

= public void Cookie.setDomain(String pattern)

= public void Cookie.setMaxAge(int expiry)

= public void Cookie.setPath(String uri)

= public void Cookie.setSecure(boolean flag)

= public void Cookie.setComment(String comment)
= public void Cookie.setValue(String newValue)
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Persistent Cookies
o Cookie AtE 2 2[et =8 HAE

Cookie 4#|E AHMeLICE

% "':'"_".‘Q'.ll\'ﬁl‘
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Cookie cookie =

LiTr,
new Cookie(“username”, name); & w32 "
F717F 2eto|2iEd| HotL 23Ser =of USXE| SESELICH
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Persistent Cookies

o O : CookieE 0| &3t Shopping Cart Bt=7|

public class ShoppingCartViewerCookie extends HttpServlet {

public void doGet(HttpServietRequest req, HttpServletResponse res)
throws ServletException, IOException {
res.setContentType("text/html");
PrintWriter out = res.getWriter();

// Get the current session ID by searching the received cookies.
String sessionid = null;
Cookie[] cookies = req.getCookies();
if (cookies !'= null) {
for (inti = 0; i < cookies.length; i++) {
if (cookies[i].getName().equals("sessionid")) {
sessionid = cookies[i].getValue();
break;
by
by
by

// If the session ID wasn't sent, generate one.
// Then be sure to send it to the client with the response.
if (sessionid == null) {
sessionid = generateSessionId();
Cookie ¢ = new Cookie("sessionid", sessionid);
res.addCookie(c);

}

out.printin("<HEAD> <TITLE>Current Shopping Cart Items</TITLE></HEAD>");
out.printin("<BODY>");

// Cart items are associated with the session ID
String[] items = getltemsFromCart(sessionid);

HATIONAL UNIYERSITY

36



Persistent Cookies

// Print the current cart items.

out.printin("You currently have the following items in your cart:<BR>");
if (items == null) {

out.printin("<B>None</B>");
b
else {

out.printin("<UL>");

for (inti = 0; i < items.length; i++) {

out.printin("<LI>" + items[i]);

b
out.printin("</UL>");
b

// Ask if they want to add more items or check out.

out.printin("<FORM ACTION=W"/servlet/ShoppingCartw" METHOD=POST>");
out.printin("Would you like to<BR>");

out.printin("<INPUT TYPE=submit VALUE=W" Add More Items W">");
out.printin("<INPUT TYPE=submit VALUE=W" Check Out W">");
out.printin("</FORM>");

// Offer a help page.
out.printin("For help, click <A HREF=W"/servlet/Help" +
"?topic=ShoppingCartViewerCookieW">here</A>");

out.printin("</BODY ></HTML>");
b

private static String generateSessionId() {
String uid = new java.rmi.server.UID().toString(); // guaranteed unique
return java.net.URLEncoder.encode(uid); // encode any special chars

by

private static String[] getItemsFromCart(String sessionid) {
// Not implemented
EEI‘ )
b
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Shopping Cart o4 A (

o Of|A| : Shopping Cart

[
r2

ttpSession)

public class ShoppingCartServlet extends HttpServlet {

public static final String INSERT_ITEM = "insert";
public static final String REMOVE_ITEM = "remove";
public static final String REMOVE_ALL = "removeAll";
public static final String INVALID = "invalid";

public static final String CART = "cart";

protected void doGet(HttpServletRequest req, HttpServietResponse res)
throws ServletException, IOException {
HttpSession session = req.getSession(true);
ShoppingCart cart = (ShoppingCart) session.getAttribute(CART);
if (cart == null) {
cart = new ShoppingCart( );
session.setAttribute(CART, cart);
b
updateShoppingCart(req, cart);
b

protected void updateShoppingCart(HttpServletRequest req, ShoppingCart cart)

throws ServletException {
String operation = getOperation(req);
if (INSERT_ITEM.equals(operation)) {
// @todo - implement adding item to the cart
} else if (REMOVE_ITEM.equals(operation)) {
// @todo - implement removing item from the cart
} else if (REMOVE_ALL.equals(operation)) {
// @todo - implement removing all items from the cart
}else {
throw new ServletException("Invalid Shopping Cart operation: " +
operation);
b

}
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Shopping Cart o4 A (

o Of|A| : Shopping Cart

ttpSession)

protected String getOperation(HttpServletRequest req) {
String operation = req.getParameter("operation");
if (operation == null || "".equals(operation)) {
return INVALID;
} else {
if ("INSERT_ITEM.equals(operation)
&& IREMOVE_ITEM.equals(operation)
&& 'REMOVE_ALL.equals(operation)) {
return INVALID;

by

return operation;

¥
¥

protected String getltemID(HttpServietRequest req) {
String itemID = req.getParameter("itemID");
if (itemID == null || "".equals(itemID)) {
return INVALID;
}else {
return itemID;
b
b
b
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ttpSession)

package com.oreilly.javaxp.cactus.servlet;

import java.io.Serializable;
import java.util.Map;
import java.util.HashMap;
import java.util.Iterator;

public class ShoppingCart implements Serializable {
private Map cart = new HashMap( );

public void addItem(Item item) {
this.cart.put(item.getID( ), item);
b

public void removeItem(String itemID) {
this.cart.remove(itemID);
b

public Item getItem(String id) {
return (Item) this.cart.get(id);
b

public Iterator getAllltems( ) {
return this.cart.values().iterator( );

}

public void clear( ) {
this.cart.clear( );

}

}

hr=ax
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ttpSession)

package com.oreilly.javaxp.cactus.servlet;
import java.io.Serializable;
public class Item implements Serializable {

private String id;
private String description;

public Item(String id, String description) {
this.id = id;
this.description = description;

b

public String getID( ) {
return this.id;

b

public String getDescription( ) {
return this.description;

¥
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ttpSession)

protected void updateShoppingCart(HttpServletRequest req,
ShoppingCart cart)
throws ServletException {
String operation = getOperation(req);
if (INSERT_ITEM.equals(operation)) {
addItemToCart(getltemID(req), cart);
} else if (REMOVE_ITEM.equals(operation)) {
/| @todo - implement removing item from the cart
} else if (REMOVE_ALL.equals(operation)) {
// @todo - implement removing all items from the cart.
}else {
throw new ServletException("Invalid Shopping Cart operation: " +
operation);
b
b

protected void addItemToCart(String itemID, ShoppingCart cart) {
Item item = findItem(itemID);
cart.addItem(item);

by

protected Item findItem(String itemID) {
// a real implementation might retrieve the item from an EJB.
return new Item(itemID, "Description " + itemID);

by
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