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NTFS Introduction

Security is a people problem...




NTFS Introduction

NTFS Version

. 7| FAT (File Allocation Table) ZFLA|A RS JHOIE SHM|IM|(R =S 3.1/95/98)E ol AtE

o

b0 YA AY Te

|2 NT (New Technology)2| 22 AHE 2BHMA A AHESH?| Rt MER 7|5

ro

. YESNTO|Z ~ T2 7 K| AR

=kl 2 GHH|
1.0 Windows NT 3.1
1.1 Windows NT 3.5
1.2 Windows NT 3.51
3.0 Windows 2000
3.1-5.1 Windows XP
5.2 Windows Server 2003
6.0 Windows Vista, Windows Server 2008, Windows 7
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NTFS Introduction

NTFS Cluster Size

- SP2H 37|74 KBV HE % WY Y=S X 5H] Xt
Windows 2000, Windows XP, Windows
=& 37| Windows NT 3.51 Windows NT 4.0 Server 2003, Windows Vista, Windows
Server 2008, Windows 7
7 MB-512 MB 512 bytes 4 KB 4 KB
512 MB-1GB 1KB 4 KB 4 KB
1GB-2GB 2 KB 4 KB 4 KB
2GB-2TB 4 KB 4 KB 4 KB
2TB-16TB Not Supported* Not Supported* 4 KB
16 TB-32TB Not Supported* Not Supported* 8 KB
32TB-64TB Not Supported* Not Supported* 16 KB
64 TB-128TB Not Supported* Not Supported* 32 KB
128 TB— 256 TB Not Supported* Not Supported* 64 KB
>256TB Not Supported Not Supported Not Supported

*-MBRC| M|t 2 X| R;SHA| Rt A= ol0|etrt,

http://support.microsoft.com/kb/140365
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NTFS Introduction

NTFS Size Limit

Hetas 49
T o E|Of 2 16 exabytes — 1KB (254 bytes — 1KB)
X|CH o 37|
A = E[CHES 16 terabytes — 64 KB (244 bytes — 64 KB)
T A XY gt 264 clusters - 1
Zt =& 37
A e E E[CH 2k 256 terabytes — 64 KB (232 clusters — 1)

=E T O s 4,294,967,295 (232 - 1)

http://technet.microsoft.com/en-us/library/cc781134%28WS.10%29.aspx
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NTFS Introduction

Features

Jim
oA
nx
ol

ol MH L8S V2 ¢ S ALY OB UMOR XY © A YREX %2 K2 HYUS B

I L LS o =
USN X2 (Rollback)

ADS

C}E GO AE 2 X| Y
(Alternate Data Stream) FS HIolE = X

Sparse It ! L HOIH7I 2 0¥ 32 2H HOIH 7|5 8l0| 2 7|5
o s Lz77 o| HAEl E 12|52 AFE5H0] It H| 0 H &= X[J

VSS

. A2 2003FH X E 7| S22 MEA FOIMT oh U CIAEHE[o P =22 |FXISHH =7 X|
(Volume Shadow Copy) Service

o

EFS

; : Z 0|83} A7 gtAlo| Tl [|O|E 2t 3t x|
(Encrypting File System) FEK (File Encryption Key)Z O| & & 7] gtAlo] m O|O|E Q FX]

Quotas AHEXHE Cl|AT ALEE KB
FLIEXH Ct=0f X[ (I, LI EHE|, 2& 0| & EF RLIZE AtE)
SHHUE

e

of

B ME 7SS 2RARE 5O Ty

If

SeAE By

CHET XA 2787t H=CHEE =5 K|
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NTFS Internals

Security is a people problem...




NTFS Internals

NTFS Architecture

POST

Master
Boot Record

Boot Sector in
VBR

Ntldr.dlI(XP)/Bootmgr(Vista,7) : CPUE E=
Doz ®eh AE S8 % 27| 0w 28

(C:H/C:WWindowsWBootW)

Ntldr/Bootmgr

NTFS.sys
Ntoskrnl.exe

Operating System

Application

NTFS.sys : A|AH I} E2H0[H
(C:WWindowsWSystem32¥#tdriversw)

Ntoskrnl.exe : A|AH &X| E210|H Z2E
H 25 (CWWindowsWSystem324)

Kernel Mode

User Mode
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NTFS Internals

Layout

$Boot, $AttrDef, SMFT

|

$MFTMirr, $LogFile, $Root
$Bitmap, $Upcase, $Secure

|

~ NTFS 3.0 I I I I
$LogFile, $AttrDef $MFTMirr, $Root
$Boot $MFT, $Secure $Bitmap, $Secure

|

NTFS 3.1~

A

forensic-proof.com

10



NTFS Internals

Structure

Volume e
Boot Master File Table : Data Area
Record E

- EEHOIH= ot YEi2 22| (22| HIolH, CHEEHIZ| §)

«  VBR (Volume Boot Record)2 D™= QK|

© MFTE U2 = VBR O|= 0 ZX5HA|ZE HOJE S of= X0 ot 72
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NTFS Internals

VBR (Volume Boot Record)

Volume e
Boot Master File Table : Data Area
Record E

- NTFSE ZOHE THE|MO| 7K Qe ol QIXIBHe Y

- HE ME NTLDR QX H&, F7tXQ HE AE XM%E

- VBRO| 27| ZAH 379t Y

S AE 37| VBR 37| (ME)
512 bytes 1
1KB 2
2 KB 4
4 KB 8
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NTFS Internals

VBR (Volume Boot Record)

Volume e
Boot Master File Table : Data Area
Record E

NTLDR Information & Boot Strap

Y
Cluster Size

© 0 MEH: FE MH

< L}HX| ME : NTLDR Q%] & =710l HE 3CE ME
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4 EEEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
ENEEEEEEEEEEEn o
ANEEEEEEEEEEENE 70
ANEEEEEEEEEEEN
EEEEEEEEEEEEnn °
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ENEEEEEEEEEEEN
AENEEEEEEEEEEEN
ANEEEEEEEEEE NN
AENEEEEEEEEEEEN
ANEEEEEEEEEE NN
AENEEEEEEEEEEEN
ANEEEEEEEEEE NN
AENEEEEEEEEEEEN
ANEEEEEEEEEE NN
AENEEEEEEEEEEEN
ANEEEEEEEEEE NN

Data Area

HAE 3A7|7lak

=

MBR + MBR Slack (Reserved Area)

o
©
o
=
(%]
-
o
e}
(aa]
o3
c
o
=
@
S
—
(]
G
i
oc
(@]
-l
T
P

Y
Cluster Size

Master File Table

S| EEEEEEEEEEEEEE
>

0000001z I
ooooooles NN
000000252 NN
oo0000z1s I N
0000003 7s NN
ooooooa4l NN
ooo0o0so4 I
ooooo0ss7 NN
ooo0o0&30 I
oooooosss NN
000000754 I N
oooooogls NN

VBR (Volume Boot Record)

000000000
000000083

2
(C
o
S
()
)
=
(T2
Ll
—
-
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NTFS Internals

VBR (Volume Boot Record)

Volume
Boot Master File Table Data Area
Record

|

V \ |

~-~~-
h--~-
e .
--~~-__~- Jump Instruction OEM ID BPB
~---~
~-~-~-
N ——
= DOOEE 52 50 4E 54 46 53 20 20 20 20 00 02 08 00 OO |RONTFS

01600 00 00 00 00 F8 00 00 3F 00 FF 00 3F 00 Q0 00 |++evogee2efe2ees
03200 00 00 00 &0 00 80 OO0 5F AZ 38 25 00 00 00 00 |++++E+Er g %rros

NTLDR Information & Boot Strap 04800 00 OC 00 00 00 00 00 31 2Z 01 00 00 00 00 OO |rreesens Manonss

064F& 00 00 00 01 00 OO0 00 SE D5 02 10 08 0% 10 FO |[grervrv 2ferreeg

08000 00 00 00 FA 33 CO 8E DO BC 00 7C FB BB CO 07 «---u3kipw-|4,i-

R ) 0968E D8 ES 1% 00 B2 00 0D 8E CO 33 DB C& 06 OE 00 ZB&--,- éig@f,- .
Y 11210 E8 53 00 €8 00 OD 68 6A 02 CB BA 16 24 00 B4 -&S'h: hi-Ef-5.-

. 12808 CD 13 73 05 BS FF FF 8A Fl && OF B& C& 40 &6 +I+3+1yy5Rf 9865

Cluster Size 1440F B& D1 80 E2 3F F7 E2 86 CD CO ED 06 41 &8 OF -qIN€&7+&+iii-as-

16087 C% &6 F7 E1 66 A3 20 00 C3 B4 41 BB AR 55 BA Ef<aff A 2naUsd

17616 24 00 CD 13 72 OF 81 FB 55 AR 75 08 F& Cl 01 +$-I.r-O00% Bd-

19274 04 FE 06 14 00 C3 &6 60 1E 06 &6 A1 10 00 &6 t b+ -Af - +£;+-f

‘é-*-?l(loﬂ#—) ol 49 Z0B03 0 1C 00 &6 3B 06 20 00 OF B2 3& 00 1E &6 GR +-++£;+ ++, 2+ £]
22400 &6 50 06 53 66 68 10 00 01 00 80 3E 14 00 00 +£B+Sfh+-:+Ex: -+

0-2 3 bytes Jump Instruction Z400F B85 OC 00 E6 B3 FF 80 3E 14 00 00 OF 84 &1 00 .- -&%§E> - -, a"

Z56B4 42 SR 16 24 00 16 1F 8B F4 CD 13 &6 58 5B 07 “BS-s-- <8I -£X[-
27266 58 66 58 1F EB 2D &6 33 DZ &6 OF B7 OE 1B 00 fHfX-B-£30£+-+--
3-10 8 bytes OEM ID 28866 F7 F1 FE C2 BA CA &6 BB DO &6 C1 ERA 10 F7 36 f+ﬁg%&§ﬁfiﬂgﬁé-fﬁ

30412 00 85 D6 B8R 16 24 00 B8R EB CO E4 06 O CC BB --+0&.s-B2ds- 1,
32001 02 CD 13 OF B2 19 00 8C CO 05 20 00 BE CO &6 |--1--,--@h- -Zif
11 =35 25 bytes BPB 336FF 06 10 00 FF OE OE 00 OF 85 &F FF 07 1F &6 &1 e o fa

352C3 A0 F8 01 EB 09 00 A0 FB 01 E& 03 00 FB EB FE & z-& - d-&+-G8p
36884 01 5B FO AC 3C 00 74 09 B4 OE BB 07 00 CD 10 “+<8=<+t “+m--I-
36 —83 48 bytes Extended BPB 3E4EB F2 C3 0D 0OR 41 20 &4 69 73 &B 20 72 &5 &1 64 2dR A disk read
40020 &5 72 72 &F 72 20 &F 63 &3 75 72 72 &5 &4 00 error occurred-
4160D DR 4E 54 4C 44 52 20 &3 73 20 &D 63 73 73 69 | NTLDR is missi
84 — 509 426 bytes Bootstrap code 4326E &7 00 0D 0R 4E 54 4C 44 52 20 &3 73 20 &3 &F ng+ NTLDR is co
448%D 70 72 &5 73 73 &5 &4 00 OD O 50 72 &5 73 73 mpressed- Press
46420 43 74 72 6C 2B 41 &C 74 2B 44 &5 6C 20 74 6F | Ctrl+ilt+Del to
510-511 2 bytes End of sector marker (Signature) 48020 72 &5 73 74 &1 72 74 OD OR 00 00 OO0 00 00 00 | restart -+----
49600 00 00 00 00 00 OO0 00 83 A0 B3 C3 00 00 55 AR [+rvrvrvs §F 2.2

r

. :ﬂug;:
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NTFS Internals

VBR (Volume Boot Record)

Jump Instruction OEM ID

' |

O0CEB 52 90 4E 54 46 53 20 20 20 2000 02 02 00 00 |ERONTFS  «-- -
01600 00 00 00 00 F8 00 00 3F 00 FF 00 3F 00 00 00 [--- - 2-§r2- "
03200 00 00 00 80 OO0 80 00 SF AZ 98 25 00 00 00 00 oS oG- BIOS Parameter Block
04800 00 OC 00 00 OO0 00 00 S1 22 01 00 00 00 00 QO |-+« --o- e
064F6 00 00 00 01 00 00 00 8E DS 02 10 08 03 10 FO (G- ---- 25----- 3
08000 00 00 00 FA 33 CO 8E DO BC 00 7C FB B2 CO 07 |- ---13AZP- (a4 k-

0S68E DE EE 16 00 BE 00 0D 8E CO 33 DB CF 0 OE 00 |Z@&--,- Z&Es0E---
112110 E8 53 00 &2 00 OD &8 &R 0Z CB SA 16 24 00 B4 |-&5-h- hij-Ef-s--
12808 CD 12 72 05 B9 FF FF B8R Fl &5 OF B&é C6 40 &6 |-I-s-14¢SAc-QEGE
144/0F BE D1 B0 EZ 3F F7 EZ 86 CD CO ED 06 41 66 OF |-qHe€a?<a+IAi-asf:
160B7 C9 &5 F7 E1 66 A3 20 00 C3 B4 41 BB AR 55 BA ["Ef+aff -L-2awiU§
17616 24 00 CD 13 72 OF 81 FB 55 RA 75 0% Fe C1 01 |-3-I-r-gamau ai-
19274 04 FE 06 14 00 C2 &% &0 1E 05 &6 BR1 10 00 &6 |t-pr--Rf -£f;-+f

20802 0& 1C 00 && 3B 06 Z0 00 OF B2 2R 00 1E 66 ®& |*+++f;r +» 200 £
22400 &6 50 06 53 &6 68 10 00 01 OO0 BO 3E 14 00 00 |-£P-5fh---+E¥- -
Z400F 85 OC 00 ES BS3 FF 80 3E 14 00 00 OF B4 &1 00 |+ +&3{HE>. t LR
256B4 42 BA 16 24 00 16 1F 8B F4 CD 13 &6 58 5B 07 @& et Bootstrap code

27266 58 &6 58 1F EB 2D &6 33 D2 &8 OF BT 0E 18 00 |fHSH-&-£30£----

28866 F7 F1 FE CZ BR CR &% BB D0 &6 Cl ER 10 F7 3F |f+ApASErf<pfis-+¢
3041%L 00 86 D& BR 16 24 00 BA EB CO E4 06 OR CC BE |--+05-3-52k8- I,
52001 02 CD 13 OF 82 19 00 BC CO 05 20 00 S8E CO &6 |--I--,--@®h- -Zif
356FF 06 10 00 FF OE OE 00 OF 85 &F FF 07 1F &8 &1 |§--+§ -+ _oj £z
352C3 RO FE 01 EE 0% 00 R0 FB 01 EE 03 00 FB EB FE | &-& - d-&--i&p
35884 01 BB FO AC 3C 00 74 09 B4 0OE BB 07 00 CD 10 [“+c8—<-t “-m--I-
S04EB F2 C2 0D OR 41 20 &4 &9 72 6B 20 72 &5 &1 &4 [@3R A disk read
40020 &5 72 72 &F T2 20 &F &% &3 75 72 72 &5 &4 00 | error cccourred-
41500 OR 4E 54 4C 44 52 20 &% 73 20 &D &3 73 73 &% NTLDE is missi
432/6E €7 00 OD OR 4E 54 4C 44 52 20 69 73 20 63 6F [ngr NTLODR is co
44860 70 72 &5 72 72 &5 &4 00 OD OR 50 72 &5 73 72 |mpreased- Press
45420 43 74 T2 &C ZB 41 &C 74 2B 44 &5 &C 20 74 &F | Ctrl+Zlt+Del to
48020 72 65 73 74 €1 72 74 0D 0A 00 00 00 00 00 00 | restart ~------

49800 00 00 00 00 OO0 OO0 Q00 B3 A0 B3 C3% 00 00 55 AR [T rrre v 7 CE-- 0% End of sector marker (Slgnature)
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NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Sec Reserved

Unused Media Unused

0x10

0x30 Start Cluster for SMFT Start Cluster for SMFTMirr

0x40 Volume Serial Number

0x50 Unused

forensic-proof.com 17



NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Sec Reserved

0x10 Unused Media Unused

0x30 Start Cluster for SMFT Start Cluster for SMFTMirr

0x40 Volume Serial Number

0x50 Unused

Jump Boot Code : £ E ZEZ HZ5H7| 2ot HHO (0xEB5290)
EB58 : jmp 00000054

90 : nop
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NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Sec Reserved

Unused Media Unused

0x10

0x30 Start Cluster for SMFT Start Cluster for SMFTMirr

0x40 Volume Serial Number

0x50 Unused

OEM ID : X|Z=At A7)

NTFS : “NTFS

forensic-proof.com 19



NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x10 Unused Unused

Clus Clus
0x40 Volume Serial Number

0x50 Unused

Bytes Per Sector : ME{ & HO|E %=

Sectors Per Cluster : S2{AF & ME 2= 9 Bytes Per Sector X Sectors Per Cluster = 22{AF 37|

Reserved Sectors : NTFS&= 24t LtE[M O QF0|| £ E ME7F Z=XSIEZ 0x00

forensic-proof.com 20



NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x10 Unused Unused

Clus Clus
0x40 Volume Serial Number

0x50 Unused

Media Descriptor
0xF8 : WAl C|A3

LIHA| gf2 E20] C23 7= (X S22 AHE X)
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NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x10 Unused Media Unused

Clus Clus
0x40 Volume Serial Number

0x50 Unused

- Total Sectors : Sl =&0| 7IX|= & MH ==

. Start Cluster for $MFT : $MFT2| LBA T4

. Start Cluster for $MFTMirr : SMFTMirrS| LBA =2
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NTFS Internals

VBR (Volume Boot Record) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Sec Reserved

0x10 Unused Media Unused

0x30 Start Cluster for SMFT Start Cluster for SMFTMirr

0x40 Volume Serial Number

0x50 Unused

«  Clusters Per MFT Entry(Record) : MFT Entry 37|

of

«  Clusters Per Index Buffer : C|E 2| 37tS & ESt7| QI8 AFEE|= QEA BHI{o 37|

I

- Volume Serial Number : 25 A|2|¥ B
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NTFS Internals

VBR (Volume Boot Record)

Volume
Boot Master File Table Data Area
Record

NTLDR Information & Boot Strap

! 11200 00 00 OO0 OO0 OO0 00 00 00 00 && OF BT 08 OB OO0 [----v-v--- £e-n--
. 1zaec OF B& 1E OD 00 &&¢ F7 E3 && A3 52 02 €& BB 0E |£-1 £+EfER £«
Cluster Size 14440 00 B0 FS 00 OF 8F OE 00 F&é D3 66 BE 01 00 00 |@-€h--|--80f, ---

16000 &6 D3 Z0 ZB 02 50 &6 AL 52 0Z 66 F7 E1 &6 A3 |-fOdi-|f;R-faft
1766€ 02 &8 OF B7 1E OB 00 &6 32 D2 &6 F7 F2 66 23 [£-£----- £30£+8£E
1325& 02 ES 35 04 &6 BB OE 4E 0Z 6& 8% 0E 2& 02 &6 |V-&«-f< -N-fh-&-f

. NTES _'f'_E §E|9| -Cl’-|7t| @E 20803 0E &6 0 66 85 OE ZA 0Z &6 03 OE &6 0Z &6 89 [--£-fm.-*.-£--£-fu
2240E 2ZE 02 66 03 0E €6 02 &6 8% 0E 3E 02 €6 03 0 [-.-£--£-f5->-£

24066 02 66 89 OE 46 02 &6 BE 90 00 00 00 &6 8B 0 [£-£%-F-£,] - -£c -

° o 25626 02 EB 83 09 &6 0B CO OF 84 SE FE 66 B3 32 02 |&-&Ff £-A-, ~pfL2-

. -.;'E—r NT, 2000, XP : NTLDR (NT Loader) 27266 BE RO 00 00 00 &€& BB OE ZR 02 EE &R 09 &6 A3 (£, ---f£¢-%-2j ££

ZBB3¢ 02 &6 B8 BO 00 00 00 &6 BB OE 2E 02 EB 58 09 |[6-£,%---f¢ - -8K

30466 B3 3R 0Z €6 Rl 32 02 66 OB CO OF 24 2B FE &7 |f£:-£;2-£-h-,+tbg

2
32080 75 08 00 OF B85 22 FE &7 &€& BD 50 10 &7 032 42 [Ex---"pgf|D-g-B
o .
CW 33604 &7 66 OF Bo 48 0OC &6 B9 0E 72 02 &7 66 8B 48 |-gf -IH-fx-r -gf<H

35208 €6 89 0E 6E 02 €6 Rl &E 02 &€& QOF B7 OE OB 00 |-fX-m-fjn-£-----
3686c 33 D2 €& F7 Fl1 &¢ A3 76 02 €& R1 48 02 &6 03 f36f+ﬁf£v-fiF-f-

Ol o H . 3B40& €E 02 €& A3 4R 02 €& 832 23E 3¢ 02 00 OF 84 1D |'n-f£J-£f»6-- -, -
L]

EET VISta’ 7 : BOOTMGR (BOOt Manager) 40000 && 83 3E 3A 02 00 OF 84 CF FD &6 8B 1E 3R 02 |-£f%:---,I§fc -z -

4161E 07 &6 BB 3E 42 02 &6 A1 ZE 0Z EB EO0 01 &6 OF |--f<>J-£;_ -84 -£-

43287 0E 00 0Z €6 B& 02 02 00 00 E& 22 08 €& OB CO |----£,----&"-£-A

o C:WW|ndOWSWBOOtW 4480F B85 18 00 && OF B7 OE SR 02 &g B8 5C 02 00 00 |---£---Z-E,% -~

464E3 0C 08 €6 0B CO OF 54 42 0C &7 €6 8B 00 1E 07 |&- -f-i-,B-gf{ s
48066 8B 3E 3E 02 E8 3F 06 &6 Al 3E 02 &6 BB 20 00 |[fcw¥-&?-f;>-f»
43600 00 && B9 00 00 00 00 &6 B& 00 00 00 00 EB E4 |--£%----£%----&&
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NTFS Internals

MFT (Master File Table)

Volume e
Boot Master File Table : Data Area
Record E
Volume
Boot Master Data Area E E Data Area
File Table . .
Record

© NTFSE It CI3EHZ|, HEFESES 25 Ot HEZ 2o
« Mol RK|, £8, APEE, 0|F, 27| S HEFSEE MFT Entryets S8 122 MF

©  MFT(Master File Table)= NTFS &0 EXSt= 2= L MFT Entryl| 22

C O OMFT 92 TUAIAR Ao HY 0] M2t SR T
- YHlMo= 280 125% HEJ MFT 9oz gt
- MFT Entry 0 ~ 15¥2 TFAIAIAE 4 A 87| W5l OIFE(SES 85) Y

forensic-proof.com
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NTFS Internals

MFT (Master File Table)

VBR Entry HZ | Entry 0|2 | M9
0 SMFT NTFS 40| @& TtUES9| MFT Entry &
1 SMFTMirr | $MFT ItQIo| UL eioi=
2 $LogFile HEtCO|E{e] EHMM MY HE
> M|E} Ci|O| E{ m} A 3 $Volume | =2&F2| g|0|&, AlEA}, HE 52 HE
4 SAttrDef | &2l AL 0|, 27| 82 &
5 =252 FE C[AHZ|
6 $Bitmap =59 22AH EY HE
MFT Entry 16 7 $Boot | ZEO| HE 5 BS HE ME M
8 $BadClus | HiE MEHZ 7IX|= SLH ZE
9 $Secure ool Hot HZ Nojef #HE HE
10 $Upcase = |LZAE 2Rl tHEX}
1 setend | S BT A e
12-15 O|2HE I8l of <f
Data Area 16- B = M5l 1Yo HEE 90| AR
- $0bjld ot 190 ID HE ( Windows 2000 - )
- $Quota AH2EF HE  (Windows 2000 - )
- $Reparse Reparse Point Of Ci$+ M E ( Windows 2000 - )
- SUsnJrnl ot Cl2E 2o HE HE ( Windows 2000 - )
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NTFS Internals

MFT (Master File Table)

VBR Entry HZ | Entry 0|2 | M9
0 SMFT MFTOll CHSF MFT Entry
1 SMFTMirr | $MFT ItQIo| UL eioi=
2 $LogFile HEHHO|H(MFT)S| ESZM XE HE
> M|E} Ci|O| E{ m} A 3 $Volume 2| H0|Z, AlEX, HH 5o EE

4 SAttrDef | £do| AL 0|, 27| 82 BE
5 =59 2E C|HHz|
6 $Bitmap | ZE2 S32H 2T L

MFT Entry 16 7 $Boot | ZEO| HE J5Y AL HE ME Y
8 $BadClus | HiE MEZ 7IX|= 32{2H ZE
9 $Secure ool Hoh HZ Nojet #EE e
10 $Upcase = |LZAE 2Rl tHEX}
1 seend | 300 L TS S

12-15 O|2HE I8l of <f
Data Area 16- B = M5l 1Yo HEE 90| AR

- $0bijld o+ 1.29| ID HE ( Windows 2000 - )
- $Quota AH2EF HE  (Windows 2000 - )
- $Reparse Reparse Point Of Ci$+ M E ( Windows 2000 - )
- SUsnJrnl ot ClaElEz2|e HA ME ( Windows 2000 -)
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NTFS Internals

MFT (Master File Table)

Boot
Sector

Volume Boot Record

$SMFT

Cluster 25-27, 80-82

Cluster 25

Cluster 26

Cluster 27

Cluster 80

Cluster 81

Cluster 82

forensic-proof.com
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NTFS Internals

MFT Entry

MFT Entry  Fixup ) End Unused
Header  Array Attributes Marker  Space

MFT
Entry

forensic-proof.com 29



NTFS Internals

MFT Entry = MFT Entry Header

MFT Entry  Fixup ) End Unused
Header  Array Attributes Marker  Space

MFT
Entry

MFT Entry2| HEFEEE B U= 48 HIO|E 27|19 Y

forensic-proof.com 30



NTFS Internals

MFT Entry = MFT Entry Header
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Offset to Entries in

Fixup array Fixup array SLogFile Sequence Number (LSN)

0x00 Signature

Sequence Hard Link Offset to

. . Real si f MFT E All i f MFT E
Number count File attribute calsize 0 ntry ocated size 0 ntry

0x10

Next attribute Align to
ID 4B boundary

0x20 File Reference to Base Entry Number of this MFT Entry

forensic-proof.com 31



NTFS Internals

MFT Entry = MFT Entry Header
00 01 02 03 04 05 06 07

Offset to
Fixup array

Entries in

Signature Fixup array

0x00

Hard Link
count

Offset to
File attribute

Sequence

0x10 Number

File Reference to Base Entry

0x20

- Signature : MFT Entry A|Z1L|X| (“FILE")

- Offset to Fixup array : Fixup B € 2| A|ZH Q|%]

- Number of entries in Fixup array : Fixup Hi 20| =

Shate ShE A

08 09 10 11 12 13 14 15

SLogFile Sequence Number (LSN)

Real size of MFT Entry Allocated size of MFT Entry

Next attribute Align to

D 4B boundary Number of this MFT Entry

{

o

+  $LogFile Sequence Number (LSN) : $LogFile0l ZXi5l= oS M| EMMM 2|X| gf

MFT Entry7} HZE ot Al
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NTFS Internals

MFT Entry = MFT Entry Header
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Offset to Entries in

0x00 Signature Fixup array - SLogFile Sequence Number (LSN)

Sequence Hard Link Offset to

0x10 Number count File attribute

Real size of MFT Entry Allocated size of MFT Entry

Next attribute Align to

0x20 File Reference to Base Entry D 4B boundary

Number of this MFT Entry

- Sequence Number : A IS 2 MFT Entry M4 = H&/siA| A|OtCH 14 St
- Link count : Sl MFT Entry0] HZE StE &3
- Offset to File attribute : ST EntryQ| A WK £/ |X[%f

*  Flags : MFT Entry &Eif M2 = Flags 40| 0x00 & d2R=? 0x03Y ZR=?

Flags 2} A
0x01 AT
0x02 W ENEE]
0x04 =4 otd
0x08 =4 OtEl

forensic-proof.com 33



NTFS Internals

MFT Entry = MFT Entry Header

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

©  Real size of MFT Entry : X At &0 37|

- Allocated size of MFT Entry : MFT EntryOf &Sl 37| (1,024 HO|E)

File Reference to Base Entry : 3§ & Entry2| non-base® &% At:Q| base Entry2| A4k
©  Next attribute ID : Ct2 5/ ID (Entry LHOMTH T2t 2F)

. Align to 4B boundary (XP)

. Number of this MFT Entry (XP)
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NTFS Internals

Base & Non-base MFT Entry

I base MFT Entry

Il non-base MFT Entr
MFT Entry 32 base MFT Entry 35 y

MFT Entry 35 non-base MFT Entry 32, 36

MFT Entry 36 base MFT Entry 35

MFT Entry 37

1Y

Ap

8 UEO| & B2 StLt 0| 42| MFT Entry AtE
©  Base MFT Entry : S I}l & MFT Entry

©  Non-base MFT Entry : 32 ILto| LIHX| MFT Entry
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NTFS Internals

File Reference Address

63 47 0
Seq Num
1102(0x044E) 0x0012 —» 0012 0000 0000 044E
1103(0x044F) 0x0010 —»| 0010 0000 0000 044F
1104(0x0450) 0x0001 »| 0001 0000 0000 0450
1105(0x0451) 0x0023 » 0023 0000 0000 0451
1106(0x0452) 0x0044 —> 0044 0000 0000 0452
MFT Entries File Reference Address
©  MFT Entry= 48 H|EQ| Q% A IS 73

MFT Entry Address (MFT Entry Number)
. NTFS= £78 MFT Entry M2 Al 48 H|E FAE 2h&oh 0t & X FA(File Reference Address) AHE
*  File Reference Address = Sequence Number + MFT Entry Address

- IY FE FAES ASSHE 0RE?
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NTFS Internals

MFT Entry = Fixup Array

MFT Entry Fixup
Header  Array Attributes

MFT
Entry

«  Fixup : "s=2|3tCt", "TIX|C} = MFT Entry GO 2ZA4 THEH

End Unused
Marker Space

«  MFT Entry£ 1,024 HIO|EO|EZ 2719| MK ALE
- 2 MEQ| OtX|9} 2HIO|EE O[83f Fixup Array 7+

©  MFT Entry 71X Q|0 = CtSH RO A Fixup Arrary AHE (E2{AE 37|0f W2t 27 O] &e] ME ALE)

( * FILE Records(MFT Entries) in the SMFT \
* INDX Records in directories and other indexes

* RCRD Records in the SLogFile

\ * RSTR Records in the SLogFile /
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NTFS Internals

MFT Entry = Fixup Array

SR Gl o] & 49
0x0000 ... (48 Byte) MFT Entry Header
0x0030 CD AB 00 00 00 00 00 00 Fixup Array
O0x01F8 11 12 13 14 15 16 17 18 End of Sector 1
0x03F8 21 22 23 24 25 26 27 28 End of Sector 2
‘ 2 Z HIo[H
1 GlofE 49
0x0000 ... (82 Byte) MFT Entry Header
0x0030 CcDh AB 17 18 27 28 00 00 Fixup Array
Ox01F8 11 12 13 14 15 16 CcD AB End of Sector 1
Ox03F8 21 22 23 24 25 26 CcD AB End of Sector 2

FixupO| H& & H[o|H
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NTFS Internals

MFT Entry = Fixup Array

Signature : 0x0000
Array : 0x0000, 0x0000

0x8565

0x2D0B

Sector 0

Signature : OxABCD
Array : 0x8565, 0x2D0B

OxABCD

Sector 1

OxABCD

Sector 0

Sector 1
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39



NTFS Internals

MFT Entry = Attributes

MFT Entry  Fixup ) End Unused
Header  Array Attributes Marker  Space

MFT
Entry
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NTFS Internals

MFT Entry = Attributes

&4 Ad g SAolF A
16 0x10 SSTANDARD_INFORMATION ool MM M2 £ AlZH AQX So| Autol HE
32 0x20 SATTRIBUTE_LIST F7HHQ £EE9| 2|2AE
48 0x30 SFILE_NAME oY O|E(RUZRE), me My 2 +H At
64 0x40 SVOLUME_VERSION 25 ™E (Windows NT 1.2 ™02t =XY)
64 0x40 SOBJECT_ID 16HIO|E 2| I, C|HE|2|2| 17 2f, 3.0 O[ &0 M 2F ZX|
80 0x50 $SECURITY_DESCRIPTOR ool M2 Mojet 2ot £
96 0x60 SVOLUME_NAME =28 0|8
112 0x70 $VOLUME_INFORMATION ohd A[ABOl B ChYSE E2f1
128 0x80 SDATA oY e
144 0x90 SINDEX_ROOT QlHA Eg|o] 2E L&
160 0xA0 SINDEX_ALLOCATION QIEA ER[O| REQ AHZAE L
176 0xBO $BITMAP $SMFTQ} QIEiAO| STt M 7|
192 0xCO SSYMBOLIC_LINK d=8 g3 ZE (Windows 2000+)
192 0xCO SREPARSE_POINT MEE Z30AM AHESHE reparse point HE (Windows 2000+)
208 0xDO SEA_INFORMATION 052 & T2t Y2 I8l AL (HPFS)
224 OxXEO SEA 0S/2 28 T2 U S |8l AFHR (HPFS)
256 0x100 SLOGGED_UTILITY_STREAM ASBIE 20| HEQ J| 2 (Windows 2000+)
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NTFS Internals

MFT Entry = Attributes

&4 Ad g &4 olE A
16 0x10 $STANDARD_INFORMATION ool ME ™2 +H AlZh 2RK 59 YEtxol HE
32 0x20 SATTRIBUTE_LIST F7HHQ £9E59| 2[2E
48 0x30 SFILE_NAME ot O|E(|LZAE) mYUo| MMHHEZ L™ AlZt
64 0x40 SVOLUME_VERSION 25 ™E (Windows NT 1.2 ™02t =XY)
64 0x40 SOBJECT_ID 16HIO|Eo| I, C|E|Z|Q| 1] Zt, 3.0 O| A0 A TF =Y
80 0x50 $SECURITY_DESCRIPTOR ool 2 Mojet Hot &4
96 0x60 SVOLUME_NAME =28 0|8
112 0x70 $VOLUME_INFORMATION ohd A[ABOl B ChYSE E2f1
128 0x80 SDATA o e
144 0x90 SINDEX_ROOT olglA Elo 2E L E
160 0xA0 SINDEX_ALLOCATION QIEA EZ|o| REQ} HZAE E
176 0xBO $BITMAP $SMFTQ} QIElAO| ST M 23|
192 0xCO $SYMBOLIC_LINK d=8 g3 ZE (Windows 2000+)
192 0xCO SREPARSE_POINT =8 30N ALESt= reparse point ‘& (Windows 2000+)
208 0xDO SEA_INFORMATION 0S/2 S8 T2 ZeHd 2 Qs AHE (HPFS)
224 OxXEO SEA 0S/2 28 T2 U S |8l AFHR (HPFS)
256 0x100 SLOGGED_UTILITY_STREAM L2 otE £4o| ELl 7| €f (Windows 2000+)
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NTFS Internals

MFT Entry = Attributes

MFT Entry  ER([s) Attr Attr Attr Attr Attr Attr End Unused
Header Array Header Content Header Content Header Content Marker Space

- 4 oo HEFZE(OIF, AITEE, £9

N
Ap
X

d2 54 sllHet £4 WES 7t

=

'Y S0l wat Cryst £ T4

. =M2o 37|0| w2} Resident?} Non-resident 492 L&
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NTFS Internals

MFT Entry = Attributes = Resident & Non-resident Attribute

MFT Entry  ER([s) Attr Attr Attr Attr Attr T End Unused
Header Array Header Content Header Content Header Marker Space
Attr
Content
Cluster 360

©  Resident £/ : £d 3|0 FOf HIZ &4 W&0| MT (MFT Entry WF)
$STANDARD_INFORMATION, $FILE_NAME

*  Non-resident &4 : &4 L{&0| HF B0| S o FHAHO MZ (MFT Entry 2|F)
$ATTRIBUTE_LIST, $DATA

© $DATA £42| B2
ot 37| < 700 HEO|E : Resident &

ot 37| > 700 HEO|E : Non-resident &4
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NTFS Internals

MFT Entry = Attribute Header

\INIf Fixup Attr Attr Attr Attr Attr Attr End Unused
Header Array Header Content Header

Content Marker Space

Content Header

722 20| HEYE EHS 9of &4 oS 7t
. &M A 2 ge= BE= 16 HIO|E §|E + &4 ¥Al(Resident/Non-resident)0f| 2t 371 01 3| O
forensic-proof.com
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NTFS Internals

MFT Entry = Common Attribute Header

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
. . Nreg Len Offset to .
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NTFS Internals

MFT Entry = Common Attribute Header

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
. . Nreg Len Offset to .

Al EH
-1 =

o
\

- Attribute type identifier : &4 E}

1
>

- Length of attribute : &8 &|HE Zgtot £ TAH ZO|
* Non-resident flag : Non-resident &g 2/X| 02 (0x01 #t= 7HEICHH Non-resident &4

©  Length of name : At412| £ 0|F &4

k)

. Offset to name : = 0|20| M=l 29| A|ZF 2|

©  Flags: £742| &H B
- 0x0001 : ==l =4
0x4000 : Y 3t=l &M

© 0x8000 : Sparse &

Attribute identifier : =82 172t AEXIE MFT Entry0fl 22 580 o 7iY 82 F+ESH7| fIsH A&
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NTFS Internals

MFT Entry = Resident Attribute Header

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Common Attribute Header

ff | . .
0x10 Size of content Offset to dx un Attribute Name (if exist, )
content Flag used
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NTFS Internals

MFT Entry = Resident Attribute Header

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Common Attribute Header

0x10 Size of content QI s un Attribute Name (if exist, )
content Flag used

- Size of content : &|H F0| L= £ W&o A7
- Offset to content : &4 Lf&0| A|&tSt= 29| 9K

*  Indexed flag : "1" 4{= 7ITICHEH QA AE £ ($FILE.NAME £82 1" 2 €%)

0x

- Attribute name : £/3 O|E0| Y= 82 £ 0|5, ¢l= B2 HIZE &4 LHE
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NTFS Internals

MFT Entry = Non-resident Attribute Header

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Common Attribute Header

0x10 Start Virtual Cluster Number (VCN) of the runlist End VCN of the runlist

Offset to Comp unit
runlist size

Unused Allocated size of attribute content

0x20

0x30 Real size of attribute content Initialized size of attribute content

0x40 Attribute name (if exist, )
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NTFS Internals

MFT Entry = Non-resident Attribute Header

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Common Attribute Header

0x10 Start Virtual Cluster Number (VCN) of the runlist End VCN of the runlist

Offset to Comp unit

0x20 Unused Allocated size of attribute content

runlist size

0x30 Real size of attribute content Initialized size of attribute content

0x40 Attribute name (if exist, )

. Start VCN of the runlist : &4 LW&20| &7 #H2|AE(runlist)2| A2 VCN
+  End VCN of the runlist : &4 W&0| &7l #2|AE(runlist)2| & VCN

- Offset to runlist : 54 WF2| HI[AE A[E 2K

(o] 3

Ob= M Q| 74O OF= Tt

= o
o=2 oOoT _-'1‘|_T|

Ap

+ Compression unit size :
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NTFS Internals

MFT Entry = Non-resident Attribute Header

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Common Attribute Header

0x10 Start Virtual Cluster Number (VCN) of the runlist End VCN of the runlist

Offset to Comp unit
runlist size

Unused Allocated size of attribute content

0x20

0x30 Real size of attribute content Initialized size of attribute content

0x40 Attribute name (if exist, )

«  Allocated size of attribute content : &4 L0 2 & SHAEH 37| (EHAH Hi=)
- Real size of attribute content : = Lf&2| AX 37|
- Initialized size of attribute content : = L 82| X7|3}= 37|

- Attribute name : 8 0|50| U= 42 59 0|8, Q= 42 HIZ

A
0x
=
00
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NTFS Internals

MFT Entry = Cluster Runs

MFT Entry  ER([s) Attr Attr Attr Attr Attr vt Fie End Unused
Header Array Header Content Header Content Header Marker Space

’ \

4 \
,*° StartCluster  Length \

L

1 1220 3
2 3072 4
© Non-resident £d2| 42 &3 &= S2H= T Waf =8 ~0

\ \ 4
0010 0001 Run Length Run Offset

Byte 1 Byte 2 Byte 3 Byte 4
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NTFS Internals

MFT Entry = Logical Cluster Number (LCN) & Virtual Cluster Number (VCN)

\INIf Fixup Attr Attr Attr Attr Attr
Header Array Header Content

Cluster Runs End Unused
Header Content Header Marker Space

’
’

4 AY
»#° StartCluster  Length AN

’
1 1220 3
2 3072 4
> Attribute Content Attrib|+e Content —
LCN 1220 1221 1222 3072 3073 3074 3075
VCN 0 1 2 3 4 5

6

- LCN: =82 A B SHAHA

©  VCN: I+geo| A
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NTFS Internals

MFT Entry = Attribute Content

\INIf Fixup Attr Attr Attr Attr Attr Attr
Header Array Header Content Header Content Header Content
SSTANDARD_INFORMATION SFILE_NAME SDATA
Type ID: 48 Type ID : 128

Type ID: 16

ABHE QI TAL 374K| A4S THA

Uo| A HB 4 A2t

$FILE_ NAME : It O|E(RLIZE) ot
$DATA : It L1
$ O|= LAVt 2CHH &4 0| &

CHE A2t OIEFHIOIE It (SMFT X[ <l)

. §0IZ A 2R

End
Marker

Unused
Space

55
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NTFS Internals

MFT Entry = Attributes 2 $STANDARD_INFORMATION

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Ox~~ Attribute Header
0x00 Created Time Modified Time

0x10 MFT Modified Time Last Accessed Time

Oxzo VerSion number Class ID
0x30 Owner ID Security ID Quota Charged

0x40 Update Sequence Number (UCN)

H
rin

Lol =Xt

=
S

rir

712 5902 &4 MY} 16 (0x10)

J

il
0X

AlE
12

[:aN]

KO 7t Z7] 20 8 F=0|M 7t XS0l ?IK|

. =2 NTYH A= 48 HIO|E =7], 2000 O| &0 A= 72 HIO|E
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NTFS Internals

MFT Entry = Attributes 2 $STANDARD_INFORMATION

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

*  Windows 64-Bit Timestamp

Created Time
Modified Time
MFT Modified Time

Last Accessed Time
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NTFS Internals

MFT Entry =» Attributes & $STANDARD_INFORMATION

00 o1 02 03 04 05 06 07 08 09

Ox~~ Attribute Header

0x00 Created Time

0x10 MFT Modified Time

0x20 Maximum number of versions

0x30 Owner ID Security ID

Version number

10 11 12 13 14 15

Modified Time

Last Accessed Time

Class ID

Quota Charged

0x40 Update Sequence Number (UCN) Flags 2t

0x0080 8t (Normal)
Flags 0x0100 Al (Temporary)
Flags 2% A 0x0200 Sparse It
0x0001 217| & (Read Only) 0x0400 Reparse Point
0x0002 =70 ot (Hidden) 0x0800 2= (Compressed)
0x0004 A2 Hl (System) 0x1000 Q= a9l (Offline)
0x0020 Ot7}0| & (Archive) 0x2000 A E|X| g
0x0040 X[ (Device) 0x4000 2t = %} (Encrypted)
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NTFS Internals

MFT Entry = Attributes 2 $STANDARD_INFORMATION

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Ox~~ Attribute Header
0x00 Created Time Modified Time

0x10 MFT Modified Time Last Accessed Time

0x30 Security ID Quota Charged

0x40 Update Sequence Number (UCN)

. Maximum number of version : I+ 9| X|C{ BT Zf

- Version number : T} 22| 7

«  ClassID: QIEHIAZ A ID

Owner ID : I}t AR X9| ID /2 2 $Quota LY A QIEHAZ ALE
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NTFS Internals

MFT Entry = Attributes 2 $STANDARD_INFORMATION

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Ox~~ Attribute Header

0x00 Created Time Modified Time

0x10 MFT Modified Time Last Accessed Time

Oxzo VerSion number Class ID
0x30 Owner ID Security ID Quota Charged

0x40 Update Sequence Number (UCN)

«  Security ID : $Secure It QIHAZ ALEE[1 ACL HE Al AFE
©  Quota Charged : AFEXA} 2 T 1T LU0 2FHE A7| (B8 T 37|11 )

< USN : I}2o| USN Zt2E $UsnJrnlOA] QIEIAZ AtE
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NTFS Internals

MFT Entry =» Attributes 9 $ATTRIBUTE_LIST

MFT Entry | Fixup $STANDARD | Attr

Header Array _INFORMATION Header ATTR_LIST AT |

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Attribute Header

0x00 Attribute type Length of Len Off Start VCN of attribute
entry Nam Nam

0x10 File Reference Address Attribute ID

o &M A-EZE 32 (k20022 E4HO £42 oy
- 53 MO £40] 1,024 HIO|EE =15l= B¢ 42| tHEg}
- B HE YIS Rl AHEStE &

« Og Ve £ BAE AEZ AE

forensic-proof.com 61



NTFS Internals

MFT Entry =» Attributes 9 $ATTRIBUTE_LIST

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Attribute Header
Length of L
0x00 Attribute type ength o en Off Start VCN of attribute
entry Nam Nam
0x10 File Reference Address Attribute ID Attribute name (if exist, )

- Attribute type : £ EI

©  Length of entry : }IEZ2| ZO0|

- Length of Name : 0|2 Z0|

- Offset to Name : 0| A|Z} 2{X]

«  Start VCN of attribute : =4 A%} VCN

ﬂJQ
Jas
P

- File Reference Address : = 2| X|Q| o}

. Attribute ID : &4 ID

- Attribute name : £ O0|20| ZX& 42 &4 0|
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NTFS Internals

MFT Entry =» Attributes = $ATTRIBUTE_LIST (example)

* $Secure M|E}C|O[Ef I+2O| SATTRIBUTE_LIST %9

Offset g 1 2 3 4 5 B 7 § 9 & B C D E F
ARl1AAZOOD |10 OO0 OO OO 20 OO0 OO 1A 0O OO OO OO OO OO OO OO

AR1AAZOLI0 )09 00 00 00 00 00 09 00 00 00 sC 59 00 00 00 00 17
AR1AAZ0Z20 |30 00 OO OO 20 OO0 OO 1A 0O OO OO OO OO OO0 OO OOf O

AR1AAZODZ0 |09 00 00 00 00 00 09 00 07 00 00 00 Da 00 Dc 00 270
AB1AAZD4D |80 OO0 00O OO 28 00O 04 1A OO0 OO OO OO OO OO OO OO [

AR1AAZO50 §61 1F 0OZ 0O 00 OO0 82 00 00 00 24 00 53 00 44 004 & Y 530D
AR1AAZORO |53 00 OO OO OO0 OO0 OO OO (90 00 OO OO 28 00 04 1a) = F |

AR1AA3070 J00 OO0 0O OO OO0 OO OO OO 0% OO0 OO OO OO OO0 09 OO0
AR1AAZOS0 §10 00 24 00 53 00 44 00 45 00 00 00 0O 00 OO0 OO S =5DH
AR1AAZOSD |90 00 00 OO 28 00 04 1A OO0 OO0 OO OO OO OO OO OOf 7

AR1AAZOAD §0% 00 OO OO OO0 OO0 OY OO 11 0O 24 00O 53 00 49 00 535 1
AR1AAZOEBO §49 00 00O OO OO0 OO0 OO OO (A0 OO OO OO 25 00 O4 1a) I F |
AB1AAZOCO JOO0 OO0 OO0 OO 0O 0O 0O OO F4 0A OO OO OO OO0 01 00 ?

Apl1AAZODO §0Z2 00 24 00 53 00 44 00 45 00 6F 00 72 00 65 OO SEDHore
AR1AASOED JAD OO0 00 OO 28 00 04 1A 00 OO0 OO OO OO OO OO OOy 7

AR1AAZOFO |F4 DA OO0 OO OO0 OO0 01 OO0 _0F 00 =24 00 =3 00 49 008 7 535 1
AR1AAZI00 §49 00 B9 00 Bl OO0 73 00 | BEO OO0 OO0 OO 28 00 04 1A} I 1 a = 7 |
AR1AAZ1LO0 |00 OO0 OO0 OO 0O 0O 0O OO F4 0A OO OO OO OO0 01 00 ?

AplAA3120 f04 00 24 00 53 00 44 00 485 00 V2 00 &1 00 6C OO0 SE2DHrrral
AR1AAZ130 |EO OO0 OO OO 25 OO0 04 1A 00 OO0 OO OO OO OO OO oofp ¢

AR1A23140 |F4 0A 00 OO0 00 OO0 O1 OO 05 00 24 00 53 00 49 O00) 7 55 1
AR1AAZ1S0 §49 00 00 00 &C De F3 8F IDD oo oo oo oo oo 0o oo I 1%8~
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NTFS Internals

MFT Entry =» Attributes = $ATTRIBUTE_LIST (example)

* $Secure M|E}C|O[Ef I+2O| SATTRIBUTE_LIST %9

59 Bt AEZ| Zo| | O|F HO| [ O|F /X | MEven | £8 oY FHEF2 410 £40|&
0x10 (SSTD_INFO) 0x0020 0x00 O0x1A 0x~00 0x00090000 00000009 0x0000 -

0x30 (SFILE_NAME) 0x0020 0x00 0x1A 0x~00 0x00090000 00000009 0x0007 -

0x80 (SDATA) 0x0028 0x04 0x1A 0x~00 0x00820000 00021F61 0x0000 SSDS
0x90 (SINDEX_ROOQT) 0x0028 0x04 Ox1A 0x~00 0x00090000 00000009 0x0001 SSDH
0x90 (SINDEX_ROOQT) 0x0028 0x04 Ox1A 0x~00 0x00090000 00000009 0x0011 ssil

OxAO (SINDEX_ALLOC) | 0x0028 0x04 Ox1A 0x~00 0x00010000 O0000AF4 0x0002 SSDH
OxAO (SINDEX_ALLOC) | 0x0028 0x04 O0x1A 0x~00 0x00010000 00000AF4 0x0003 ssil

0xBO (SBITMAP) 0x0028 0x04 0x1A 0x~00 0x00010000 O0000AF4 0x0004 SSDH
0xBO (SBITMAP) 0x0028 0x04 Ox1A 0x~00 0x00010000 OO000AF4 0x0005 ssil
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NTFS Internals

MFT Entry =» Attributes = $ATTRIBUTE_LIST (example)

MFT Entry MFT SINDEX_ROOT SINDEX_ROOT
o E 4 — —
" Header $STD_INFO | SATTRIBUTE_LIST I SFILE_NAME (SSDH) (ssi) Unused
1
1
1
i S8 EY AEveN MFTAEZ| HS
1
R 0x10 ($STD_INFO) 0 0x09 (9)
1
fmmmmm e 0x30 (SFILE_NAME) 0 0x09 (9)
1
i 0x80 (SDATA) 0 0x021F61 (139105)
b e 0x90 ($INDEX_ROOT) 0 0x09 (9)
1
PRSI 0x90 (SINDEX_ROOT) 0 0x09 (9)
pm====mmmmmemmmmms 0xAO ($INDEX_ALLOC) 0 Ox0AF4 (2804)
hmmmmmmmmmm e e e 0xAO ($INDEX_ALLOC) 0 O0XOAF4 (2804)
1
R 0xBO ($BITMAP) 0 OxO0AF4 (2804)
1
e e DL 0xBO ($BITMAP) 0 OxO0AF4 (2804)
i
1
1
1
i
| MFT Entry MFT SINDEX_ALLOC SINDEX_ALLOC $SBITMAP SBITMAP Unused
#2804 | Header ($SDH) (sl ($SDH) ($Sl1)
MFT Entry MFT SDATA U q
#139105 Header nuse
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NTFS Internals

MFT Entry = Attributes 2 S$FILE_NAME

Ox~~ Attribute Header
0x00 File Reference Addr of parent directory Created Time

0x10 Modified Time MFT Modified Time

0x20 Last Accessed Time Allocated size of file
Len Nam .
File Name (as length)

g

o A7 48 (0x30)2 7HXlE 422 nto

Of

o

B

QLUIAS(UTF-16)C 2 QAL |0 XME

(0}l

—

$FILE_NAME &8 MFT Entry 2/0f $130 QIHA(BIME 23t X)) = N%

ne

HH o2 MY 0|2 HHS MBI $130 A0 $FILE_NAME A3 A4l

- =1— = O -

f
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NTFS Internals

MFT Entry = Attributes 2 S$FILE_NAME

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

+  File Reference Address of parent directory : £ 2 C|2E2|Q] It Ex FA

*  Windows 64-Bit Timestamp
Created Time
Modified Time
MFT Modified Time

Last Accessed Time
forensic-proof.com 67




NTFS Internals

MFT Entry = Attributes 2 S$FILE_NAME

ox~~ Attribute Header
0x00 File Reference Addr of parent directory Created Time

0x10 Modified Time MFT Modified Time

0x20 Last Accessed Time Allocated size of file
Len Nam .
File Name (as length)

- Allocated size of file : SiT L} 0| &&=l 37| (EHAH i)

«  Real size of file : SiT Lo MK =2 7|

©  Flags : $STANDARD_INFORMATION £ E2f1¢

Ol
o

- Reparse value : S %4 9| Reparse Point (ollE Ito| OIRE, ME8 &3 HE

ol
mjo
Rl
ozt

- Length of Name : 0| ZO|
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NTFS Internals

MFT Entry = Attributes 2 S$FILE_NAME

Ox~~ Attribute Header
0x00 File Reference Addr of parent directory Created Time

0x10 Modified Time MFT Modified Time

0x20 Last Accessed Time Allocated size of file
Len Nam :
File Name (as length)

- Namespace : 0|E2| E3 Y4

POSIX, Win32, DOS, Win32&Dos

http://msdn.microsoft.com/en-us/library/aa365247%28VS.85%29.aspx

«  File Name : SL|ZEUTF-16)2 2 QY= I} 0|E
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NTFS Internals

MFT Entry = Attributes 2 $BITmMAP

00 01 02 03 04 05 06 07 08 09 10 11 12 13
Ox~~ Attribute Header

0x00

Allocation Bitmap

- Y A3 176 (XB0)S THKIE $4O= S HH BH

d
ot

42| 5l= H|O|E = $MFT, $INDEX_ALLOCATION

05 00 00 00 00 00 00 00
\

\

0000 0101 0000 0000 00000000 .... 0000 0000 0000 00000

- 1 HEet 3 A MFT Entry”7t At 5 S LIEFH
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NTFS Internals

MFT Entry = Attributes 9 $pATA

00 o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Ox~~ Attribute Header

0x00 File Data (as size, )

>

- &Y AMEZI180 (0x80)2 HA = Y2 ot HojH ME

J

- EZ4 4O o|=0f HIE &9 L{EQ oY Ho[H AEE K|
- HOolge A7|0 e} Resident 2 Non-resident 2 Z=XY

- CHA| OIo|H AEZ(Alternate Data Stream)= Sl 27l O|A9| O|O| AEZ HEH
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NTFS Internals

MFT Entry = Alternate Data Stream (ADS)

MET Entry SSTANDARD_INFO
Header Array -

$DATA &£82 2 7 O|&te| &4 AEE X

SFILE_NAME

. EIIHEl &4 AERADS)S 44 0|52 B3 H2

- ADS &ME ot 37| ZEX| XS

Main Stream

EAl £d 0|2 7HA| UojoF & &> 7|2 2EE2 Blo: 72t

SDATA SDATA

Alternate Stream

End
Marker

Unused
Space
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NTFS Internals

MFT Entry = Alternate Data Stream (ADS)

- ADS M¥’d
~W> notepad proneer.txt:ads.txt
~W> echo “This is contained ADS" > proneer.txt:ads2.txt
~W> type c:windowstsystem.ini > proneer.txt:ads3.ini
~W> echo "This is attached to directory list” > :ads4.txt

- ADS ol
2ol =4S 0|8
~W> more < proneer.txt:ads3.ini

- ADS AH|

ADSZt EX5t= Tt A, 7|

T

NN

ot

A5

ADSE A|ASHA| pE TtEAAECO R SA

2o =75 0| 8ot Lt Fol0|ct H|O|E = LA

~W> echo " " > proneer.txt:ads3.ini
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NTFS Internals

MFT Entry = Indexes

- Binary Tree (0|l Eg])

o =7 A|T) 27H0) AHA| =EE e ER|
wEO| Y% MHER|Q BE LEFe JIgtRrt &E

LCO| QEX NMEEZ|O BE L EZIe 7|t 2

15
7 22
3 11
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NTFS Internals

MFT Entry = Indexes

. B-Tree (B Eg|)

K7 mQl m-@ EfMEF]

_,_
=

-_

FEQtH

L

[m
jn

Melst Zt Es & m/22| ME E2[E 7HE (B 0] &0] X %{X{0F &)
2EL A4 2740 MH E2|2 J}3

7t
=

H
rin
rn
3

Lc [

rir
rlo

10 18 30
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NTFS Internals

MFT Entry = Indexes

. olmA RE . whEd| ZM0| T Ho|EE oua Fxa E| (CHE2| 5)

QA O] & QI M 5t= o o] § 2AX]

$130 SFILE_NAME &4 C| = E{ 2|2 MFT Entry
$SDH Security Descriptors $Secure H| EtGH|O| Ef
$sli Security ID $Secure M|EFG|O| B It
$0 Object ID $Objld Ol EFEf| O] B It
e} Owner ID $Quota M| EtCi| O] Ef &
sQ Quota $Quota O G| O B It
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NTFS Internals

MFT Entry = Indexes

«  B-Tree($I30) : B E2|2| L& Zt2 1t O|E ($FILE_.NAME &)

A eee.txt [l.txt ttt.txt <+——— Root Index Node
B aaa.txt bbb.txt D 00o0.txt rrr.txt E VVV.tXt zzz.txt
C fFf.txt ggg.txt ii.txt
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NTFS Internals

MFT Entry = Indexes

«  B-Tree($I30) : "jjj.txt” I &2 (1)

eee.txt [l.txt ttt.txt <+——— Root Index Node

aaa.txt bbb.txt 00o0.txt rrr.txt VVV.tXt zzz.txt

fff.txt ggg.txt iii.txt -
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NTFS Internals

MFT Entry = Indexes

«  B-Tree($I30) : “jjj.txt" It & (2)

eee.txt ggg.txt [1.txt ttt.txt <+——— Root Index Node

aaa.txt bbb.txt 000.txt rrr.txt VVV.tXt zzz.txt

fff.txt
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NTFS Internals

MFT Entry = Indexes

«  B-Tree($I30) : “jjj.txt" It & (3)

ggg.txt <+——— Root Index Node

eee.txt Il.txt ttt.txt

aaa.txt bbb.txt fff.txt 000.txt rrr.txt vvv.txt zzz.txt
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NTFS Internals

MFT Entry = Indexes

«  B-Tree($I30) : “ffftxt"2t “zzz.txt” LY AHA| (1)

ggg.txt <+——— Root Index Node

eee.txt Il.txt ttt.txt

aaa.txt bbb.txt fff.txt 000.txt rer.txt VVV.txt 222.txt

iii.txt jij-txt
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NTFS Internals

MFT Entry = Indexes

«  B-Tree($I30) : “ffftxt"2t “zzz.txt” LY ALK (2)

ggg.txt <+——— Root Index Node

bbb.txt Il.txt ttt.txt

aaa.txt eee.txt 000.txt rrr.txt VVV.txt

iii.txt jij-txt
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NTFS Internals

MFT Entry = Indexes

- B-Tree($130) : 72| C|2E2| $130 A~ l SINDEX_ROOT Header

SINDEX_ROOT Attribute

l Index Record Header

[Il.txt] [ttt.txt] End of
MFT 55 MFT 87 Node

[ N\
/7

[eee.txt]
MFT 20

SINDEX_ALLOCATION Attribute

~N

[aaa.txt] [bbb] DIR End of [o00.1xt] [rrr] DIR End of [vvv] DIR [zzz.txt] End of
MFT 30 MFT 40 Node MFT 120 MFT 90 Node MFT 65 MFT 34 Node
[fff.txt] [ggg.txt] [iii.txt] End of
MFT 72 MFT 73 MFT 22 Node

Index
Node

Index Node Unused Space

Header

SFILE_NAME Attribute
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NTFS Internals

MFT Entry = Indexes

< $INDEX_ROOTE= &4t Resident &

. OldA 20| WOLX|™H $INDEX_ALLOCATION &€ 0|23l Non-resident2 T4

MFT
Entry

Index
Record
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NTFS Internals

MFT Entry = Indexes

SINDEX_ROOT
A) 1 2 3 X
SINDEX_ROOT
B) X
SINDEX_ALLOCATION
1 2 3 4 [ ...| ..[14]|15| X Index Record 1
SINDEX_ROOT
C) 14 X
SINDEX_ALLOCATION
» 1 2 3 4 o | e 12113 X Index Record 1
» 15|16 | 17 | 18 | .. . 241 25| X Index Record 2
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NTFS Internals

MFT Entry = Attributes 2 $INDEX_ROOT

Previous Attribute Index Root Index Node Next
Attributes Header Header Header it B TR e e S it el - Attributes
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NTFS Internals

MFT Entry =» Attributes = $INDEX_ROOT

Previous Attribute Index Root Index Node

Next
Attributes Header Header Header Index Entry1 Index Entry2 A CFRTEED - Attributes

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Type of attribute . . Size of each index record Size

- Type of attribute in index : QIHA AER|Jt £t 1

- Collation sorting rule : 2/ A A EZ|J} &1

o AMEZE (CIRE2|2o] A 0x30, $FILE_NAME)

AL (A0 A HBE)

- [ |

Size of each index record in bytes : $INDEX_ALLOCATION £40| 7tX|= QIEA gZEQ| HIO|E 37|

Size of each index record in Clusters : $INDEX_ALLOCATION £40| 7}X|&= QIEIA R EQ| E8{AH 37|
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NTFS Internals

MFT Entry =» Attributes = $INDEX_ROOT

Previous Attribute Index Root Index Node Next
Attributes Header Header Header Index Entryl Index Entry2 End of Node

Attributes

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Offset to Offset to End of Offset to end of Flags
0x00 Start of index entry list used portion of index entry list Allocated index entry list buffer &

- Offset to Start of index entry list : QIHA AEZ| FEO| AlZ @{X]

=

Offset to End of used portion of index entry list : 2!

Offset to end of Allocated index entry list buffer : QIEA AJEZ|O &Y F7| (QIHA LE G =

ok

)

0

. Flags
© 0x00: QIHA L EO| XpA LLETL GIF

© 0x01: QEA LEO| XA LET QS

AX
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NTFS Internals

MFT Entry =» Attributes = $INDEX_ROOT

Next
Attributes

Previous Attribute Index Root Index Node
Attributes Header Header Header

Index Entryl ‘ Index Entry2 End of Node

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
SF".E_NAME Attribute VCN of child node in SINDEX_ALLOCATION

- File Reference Address for filename : {2 ot 3! C|2EH2|Q| Ot X T4

©  Length of this entry : ST QIEA AEZO] T F7|

|m

©  Length of content : 3iS QA AEZ[TF Bt QU= $FINE_NAME £-°32| 37

. Flags

© 0x01: AHA =EJ7F =X

© 0x02: =9 OHX|E AEg]
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NTFS Internals

MFT Entry = Attributes 2 $INDEX_ROOT

Previous Attribute Index Root Index Node Next
Attributes Header Header Header it B TR ‘ e e S it el - Attributes

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
$F||.E_NA|V|E Attribute VCN of child node in SINDEX_ALLOCATION

. VCN of child node in $INDEX_ALLOCATION :

S QIEA AER|[7} XA L EE JHX|= Z2 $INDEX_ALLOCATION £80f {X|st XAl QIS A - Eof QX
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NTFS Internals

MFT Entry =» Attributes 2 $SINDEX_ALLOCATION

Index Record O | Index Record 0

>
Bl

A 4
A 4

Index
Node
Header

Index
Record
Header

Index Index
Record Node
Header Header

Index Index End of
Entryl Entry2 Entry

Index Index End of
Entryl Entry2 Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

: " ” Offset to Num of .
Signature (“INDX”) SLogFile Sequence Number (LSN)

The VCN of this record in the full index stream

0x00

0x10

- Signature : $INDEX_ALLOCATIONS| A|ZL|X{ (“INDX")

- Offset to Fixup array : Fixup array2| 2/X|

© Number of entries in Fixup array : Fixup arrayOfl §& = &=9| &~

- $LogFile Sequence Number (LSN) : $LogFile0fl EX{st= offS oA | EZMTM QX Zt

. The VCN of this record in the full index stream : $INDEX_ ALLOCATIONZS MO M S CIEHA AT HA = 2K
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NTFS Internals

MFT Entry = Attributes = Index Structure

$INDEX_ROOT $INDEX_ALLOCATION $BITMAP
[ | [ | \
CCCTIXT End of
MFT MET Entry : 57 Node 030000... .. ..
Entry Child VCN : 0 Child VCN : 4
Cluster 1045 VCN : 4

Index Record Header
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NTFS Features

Security is a people problem...




NTFS Features

Sparse File (applied only SDATA, Non-resident) cont.

MFT Entry  ER([s) Attr Attr Attr Attr Attr vt Fie End Unused
Header Array Header Content Header Content Header Marker Space

\
// Start LCN Length

1 35 4
2 90 3
3 102 4

<
<

90 91 92 102 103 104 105
VCN 0 1 2 3 4 5 6 7 8 9 10

0
2
v
w
U-I .
w
(o))
w
~
w
0o
\ 4

. o|o| 9l= Hlo|E

0 227 0| R0{Zl Lj| o] Ef
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NTFS Features

Sparse File (applied only SDATA, Non-resident)

MFT Entry  ER([s) Attr Attr Attr Attr Attr vt Fie End Unused
Header Array Header Content Header Content Header Marker Space

\
// Start LCN Length

1 35 4
2 3
3 102 4

HAHEE - HEEN-
CN 35 36 37 38

L 102 103 104 105
VCN 0 1 2 3 7 8 9 10

. o|o| 9l= Hlo|E

0 227 0| R0{Zl Lj| o] Ef
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NTFS Features

Compression (applied only SDATA, Non-resident)

Original Content

Compression
Units

Compression
Results

Ondisk
Layout
Start LCN Length

1 100 16
2 16
3 150 10
4 6
5 160 16

forensic-proof.com
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NTFS Features

Decompression (applied only SDATA, Non-resident)

P ——

Start LCN Length

1 100 20 )
1

2 150 16 S S —— \
1 1

3 200 4 N S
1
I 1 1

4 10 I B —— R 4
' i i

5 380 6 e ————— - mmmses 1
1
I 1 1

6 12 e ittt E— ---------- 4
! I
1 1
' i
. 4 4

Merged
Runs

Compression
Units

Original Content
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NTFS Features m

Win
XP SP1, 2003

Encryption (applied only SDATA)

AES

o F|2A%H™ : EFSO.TMP

Userl’s
File Userl’s Encrypted
Content Public Key FEK
SLOGGED_UTILITY_STREAM
Attribute
Random Key
Encrypt
vP (FEK)
v
Enc;?/lzted User2’s User2’s
i Encrypted
Content Public Key FEK SDATA
Attribute
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NTFS Features

Decryption (applied only SDATA)

SDATA
Attribute
Encrypted
> File
Content

SLOGGED_UTILITY_STREAM

Attribute
1I
Userl’s Random Key
Encrypted (FEK) Decrypt
FEK
Userl’s Userl’s File
Password Private Key Content

Regi Val
egistry Value Userl’s

Encrypted
Private Key

\ 4
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NTFS Features

Change Journal (SUsnJrnl)

(\Y [ WNAN Fixup SFILE_NAME
Header SSTANDARD_INFO “SUsnJrnl”

End
Marker

Unused
Space

X 4557
210 10
Journal Entry
A\ 4 \
Sparse Area
File A File B
11:02 11:03
Created Modified
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NTFS Features

Logging File System Journaling (SLogFile) - mrr Entry 2

——— LSN ( Logical Sequence Number )
MFT Entry Header include LSN Field

$LogFile
MFT Entry
JPias Non-resident $DATA Attribute ~~._

o T T T T T T e e e e e e e e e === S 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
- |

1
H 1
! Restart Logging |
1
' Area Area N
1

1
1 1
1 1
1 1
1 1
- |

1
1 1
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NTFS Features

Logging File System Journaling (SLogFile) - MrT Entry 2

Transaction 2

Update
Records
Transaction 1 Transaction 1
Update Commit
Records Record

Restart Logging
Area Area

- Checkpoint Record
- Update Record
- Commit Record
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NTFS Example

Security is a people problem...
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NTFS Example

File Allocation (c:\dir1\file1.dat)

SLogFile Journal

Volume BootRecord  \;c1 £piry SBITMAP Attribute

/ / Index
0
SMFT
2 \
>LogFile dir 1 - 200
Cluster Bitmap
5
SBitmap
$Quota Change Journal
SUsnJrnl >
dirlIndex | - - -°~==
200 . A
dirl > filel.dat — 304
—
filel.dat SDATA attribute
304 filel.dat R Cluster Cluster
: 692 693
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NTFS Example

File Allocation (c:\dir1\file1.dat)

SLogFile Journal

Volume BootRecord  \;c1 £piry SBITMAP Attribute

/ / Index
0
SMFT
2 \
>LogFile dir 1 - 200
Cluster Bitmap
5
\ 00 Quota Index
SBitmap
$Quota Change Journal
SUsnJrnl >
dirltindex | T ~TT=====
200 dirl —
filel.dat SDATA attribute
304 filel.dat R Cluster Cluster
: 692 693
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NTFS Example

File Searching (c:\dir1\file1.dat) / Index
0 SINDEX_ROOT
SMFT \
2 dir 1 -200 SINDEX_ALLOCATION
SLogFile /
5 dirl Index
\
6 . filel.dat
SBitmap —
SMFT
SQuota
SUsnJrnl
N
200 . \
dirl filel.dat MFT Entry
$ST IN  SFI_NA $SDATA
filel.dat
304 filel.dat /’

Non-resident

Cluster Cluster

692 693
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Quiz !

Security is a people problem...
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NTFS

FAT32 S NTFSZE HSI8IBA XT1E 7|527?

© NTFS2| VBRO|A £ E MEQ| HEt2?

« NTFSQ| VBRO|A 2 HHFY MIE{O| HAgt2?

- $MFT HEIH|O|H LY=2 FARITI?

« MFT Entry%| A Fixup ArrayS AIE3dlE 0| /E7?

- It EZE FA(File Reference Address)0l MFT Entry ==A] B3 (Sequence Number)7}

.« ES3HAH A7|7F 4KBOl B VBRO| A7|=?
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NTFS

MFT Entry2| 37| &2

b S C[EE 2o Az & fIKlE?

$Bitmap Of| EtG|O| Ef It &t $BITMAP &89l X}0|=?

$BadClus M|EIE|O|H Lt20| MFot= LHE27?

SMFT 27|7} 7H#1 Xl 0] R 7

Resident &A1} Non-resident &4 2| X}0|=?

7|28l ool 7tX|= 37HK| £827?

—

forensic-proof.com

109



NTFS

$STANDARD_INFORMATION, $FILE_NAME £42| A|Zt HE X}0|=2?

TS W ALY Sigt TRE?

Cluster Runs2 21917}

Alternate Data Stream (ADS) 2| 8= =7?

ADS £82 7HX|& Ot =olH2?
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NTFS

o/
31

N

NTFS H|

N

NTFSQ| &H| |

o~
ol

111
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Question & Answer
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