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FAT12/16/32 Introduction

Security is a people problem...




FAT12/16/32 Introduction

FAT (File Allocation Table)
- MS-DOS A|EEH AtE
. TS RER 2aFte, CX|YTtnEL SHA R Sof 22 AL
. FAT12, FAT16, FAT32, (exFAT)
FAT F|2| ==Xt= &2 7tset Z[Of 22{2H

000h, 001h, FF6h~FF2 = 0Of|2F=l ZF (127h)

FAT 4! ) B8 753 22 AE 5 28371 i
32MB - 8GB 4 KB
FAT12 4,084 (212 - 12)
8GB - 16GB 8 KB
FAT16 65,524 (216 - 12)
16GB - 32GB 16 KB
FAT32 268,435,444 (278 - 12) 32GB - 32 KB
FAT A 0f 2 Z(CH 23 7ts3t 22 AH = FAT320 A 2 & 37|0f (2 SHAH 37|
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FAT12/16/32 Introduction

FAT (File Allocation Table)

- FAT32 8% H|St (268,435,444 E2{AH)
4 KBO| A2 1 TB HX| ¥

32 KBS| Z2 8 TB 7ItX| ¥ =& MBR T+X9| XN|$t2Z 2 TB X2t & 7t

. exFAT (extended FAT)

? =2 Embedded CE 6.0 £ E AR (Vista O] &= 7|2 X| &, XP= T{X| AX)

So{AFH 2o HES 64 HEZ &Y
HEY A
TFAT X| &

UTC (Universal Time, Coordinated) X|& = A|ZF "X 10 ms (NTFS : 100 ns)
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FAT12/16/32 Internals

Security is a people problem...




FAT12/16/32 Internals

Structure

« OE F9, FAT B9, HIO|H Y

Reserved Data Area
Area
FAT E4 OfeFEl Y 37| (MH)
FAT12 1
FAT16 1
FAT32 32

R CEEEEEEEEEEES
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FAT12/16/32 Internals

Reserved Area (FAT12/16)

Reserved
Area

Boot
Sector

L Y J
1 sector

Data Area
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved
Data Area

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved
Data Area

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors

MBR + MBR Slack (Reserved Area)

y

. FAT32 Reserved Area (32 sectors) J J
{00010 AN
GGG | L DopppoooooooooooooooooooooDoDooo
oooorzal e e e e e e e e e e e e e e e e e e e e e ey
ooooies T e e e e e e e e ey
oooozs e e e e e e e e e e e e e e e e e e e e e e e e ey
oooosrs{ T e e e e e e e e e e ey
ooooaFa e e e e e e e e e e e e e e e e ey
oooodaa [T e e e e e e e e e e e ey
=Y IO O
ooooseR (T e e e e e e e e e e ey
[ =T | O
ooooesa [T e e e e e e e e e ey
[kt =T IO Y
ooooeXs T e e e e e e e e e ey
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved
Data Area

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved
Data Area

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors

3 4 5 9 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

< 0,6 ME =5 2E MH (Volume Boot Sector)

[y

. 1, 7 1 ME : File System Information (FSINFO) T2 X

- 2,8 ME . EEAEM FE (Boot Strap Code)
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved
Area

FSINFO Boot Strap
(FAT32 only) (FAT32 only)
|
32 sectors
FAT &4 o 2 4%
FAT12/16
0-2 Jump command to boot code
FAT32
FAT12/16 3-61
BIOS Parameter Block(BPB)
FAT32 3-89
FAT12/16 62 — 509
Boot code Error message
FAT32 90 - 509
FAT12/16
510-511 Signature (Ox55AA)
FAT32

SE ME Go[E 22

Jump command

000EB $8 304D
01602 00 00 00
032C1 BF 1E 00
04801 00 06 00
‘064k0 00 29 sS4
08020 20 46 41
0967B B8E Cl1 B8E
112CD 13 73 05
12886 D1 80 E2
144CS €6 F7 E1
1602A 00 77 32
17601 00 E8 2B
19284 CO 74 17
208EE A0 FB 7D
22466 €0 €6 3B
24053 66 68 10
25641 BB AA S5
272AR OF 85 14
28842 BA 56 40
30466 58 EB 2A
320C2 8A CA 66
33656 40 BA E8
3520F 82 54 FF
36B4E 54 4C 44
38400 00 00 00
40000 00 00 00
41600 00 00 00
4326D 6F 76 €5
44868 65 72 20
4646B 20 €5 72
48061 6E 79 20
49672 74 0D 0A

Data Area

s3
00

00
04
54
DS
B9
3F
€6
€6
00
3C

46
00
8A
00
8B
€6
8B
co
81
52
00
00
00
20
€D
72
€B
00

44

BIOS Parameter Block

4F 53 35 2E 30 00
00 00 3F 00 FF 00
00 00 00 00 00 00
00 00 00 00 00 00
SC 4E 4F 20 4E 41
32 20 20 20 33 C9
00 7C 88 4E 02 8A
FF BA Fl 66 OF B6
E2 86 CD CO ED 06
46 F8 83 7E 16 00
46 1C 66 83 CO0 OC
48 03 A0 FA 7D B4
74 09 B4 OE BB 07
A0 F9 7D EB EO 98
OF 82 4A 00 &6 €A
00 80 7E 02 00 OF
40 CD 13 OF 82 1C
Cl1 01 OF 84 OD 00
CD 13 BO F9 66 S8
D2 66 OF B7 4E 18
€6 C1 EA 10 F7 76
06 OA CC B8 01 02
00 02 66 40 49 OF
20 20 20 20 20 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
€9 73 €6B 73 20 6F
64 69 61 2E FF 0D
72 FF 0D OA 50 72
79 20 74 6F 20 72
00 00 00 AC CB D8

02
3F
0z
00
4D

56
Ce
41
75
BB
7D
00
CcD
00
85
00
FE
(13
€6
1A
(o42)
85
00
00
00
oD
72
oA
€5
€5
00

o8
0o
00
00
45
D1
40
40
113
38
00
8B
Cb
1le
(1
20
81
46
s8
F7
86
13
71
00
00
00
0A
20
44
73
73
00

26
00
00
00
20
BC
B4
(13
OF
83
80
FO
10
(o42]
50
00

0z
113
Fl
Dé
13
FF
00
00
00
52
6F
€9
73
74
55

éXMSDOSS .0 &

++)T++\NO NAME

FAT32 3271
{ZAZps- | “N-Sve- -
f-s-:yySAs-gzes-
qREa?<a+TALi-Af- -
Ef+4fuFof~" ‘ulf~
‘e w2E¢Fr£fA-n-€2
ce@+eéH. G} }<3-
JAte<yr “e»e-1-a
i G)ead ujea~i-i-
£ ' £;Fg°,J"£5 £P"

Sfh+***Emr o =
A»ausvei- -, - -DGU
a. _+eBA- *, *bE-”

BSVE< A1 "UfXEXEX
£X&4£30£+ ‘N- £+fip
ASEs(psha-+v- 108
veSeAs- I,--I-fa
-, Ty0A- -£f@I-._qyA
NTLDR

............ Re
move disks or ot
her media.y Dis
k errory Press
any key to resta
rr  reees -Eg--Us

forensic-proof.com



FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

Jump command

!

000EB 58 90
01602 00 00
BF 1E
04801 00 06
06400 00 29
08020 20 46
0967B 8E C1
112CD 13 73
12886 D1 80
144CS 66 F7
16022 00 77
17601 00 E

19284 CO 74
20BEE A0 FB
22466 €0 &6
24053 ©6 &8
25641 BB AA
272AA OF 85
28842 BA 56
30466 S8 E

320C2 8A CA
33656 40 8A
3520F 82 54
3684E 54 4C
38400 00 00
40000 00 00
41600 00 00
4326€D 6F 76
44868 65 72
4646B 20 &5
48061 €= 79
49672 74 0D

4D S3

00
00
00
54
41
8E
0s
2

WM m

1
2
2B
17
7D
3B
10
55
14
40
2A
1)
E8
FF
44
00
00
00
€5
20
72
20
0a

00
AD
00
04
54
DS
BS
3F
€6
e
00
3C

-
=
-

46
00
8A
00
8B
1)
88
co
81
52
00
00
00
20
€D
72
€B
00

BIOS Parameter Block

4F
00
00
00
sC
32
00
FF
E2
46
46
48
74
AQ
oF
00
40
Cl
CD
D2
1)
oe
00
20
00
00
00
€9
64
72
79
00

53
00
00
00
4=
20
7C
8A
g6
F8
ic
03
0s
F9
82
80
CD
01
13
13
Cl
0A
02
20
00
00
00
73
€9
FF
20
00

35
3F
00
00
4F
20
88
Fl
043)
83
€6
A0
B4

|

2E
00
00
00
20
20

1)
co
7E
83
FA

-
B
-

00
02
OF
84
F9
B7
10
Bg
40
20
00
00
00
73
2E
(0):
eF
AC

30
FF
00
00
4E
33
0z
OoF
ED
1¢
co
7D
BB

-
=
=

13
00
82

00
00
00
00
41
Ccs
8A
Bé
o0&
00
ocC
B4
07
98
eA
oF
ic
00
58
i8
76
0z
OF
00
00
00
00

02
3F
0z
00
4D

-
-

56
Ce
41
75
BB
7D
00
CD
00
85
00

€6
66
1A
1042
85
00
00
00
oD
72
oA
€s
€5
00

08
00
00
00
45
D1
40
40
€6
38
00
8B
CD
1le
€6
20
81
46
58
E7
86
13
71
00
00
00
)1
20
44
73
73
00

26
00
00
00
20
BC
B4
€6
OoF
83
80
FO
10
(43)
50
00

0z
1)
Fl
Dé
€6
FF
00
00
00
52
eF
€9
73
74
85

00
00
00
00
20
Fq
08
oF
B7

BS
AC

1%
oe
B4
55
B4
58
FE
8A
€l
c3
00
00
00
€5
74
73
20
el

----------------

«+)T++\NO NAME
FAT32 3271Bsd
{ZAZ0s- | “N-SVE " -
i-s-:yySAs-g=es-
qNEa2<a+IAi-Af- -
Ef+&fuFof~" uBf~
w2 ECFrEfAn €2
ce@++&H G} }<3~
JAte<yt “em--I-8
i G)ed ujea~i-i-
£ £;Fe-,J £j-£P-
th.--oe,,o-o». o®
A»aUSvei- -, - -DGU
a.m..ai.." “pE-”
BSVE< AT+ "UEXEXEX
£X&4*£30£ N+ £+fip
ASEs(pfhd-+v- 108
veSeAa- I,--I-fa
-, TyOR- - £@QI-. qVA
NTLDR

............ Re
move disks or ot
her media.y Dis
k errory Press

any key to resta
YL  reees ,gg..ol
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved
Num Root Entry Total ) FAT Sector .
Med
0x10 Count Sector 16 e Per Track Hidden Sector
Total Sector 32 FAT Size 32 AOES Root Directory Cluster
0x20 Version Y
File Sys

0x30 Info

0x40 Drv Rese BC?Ot Volume ID Volume Label
Num rvl Sig
Volume .
e g T _
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved
Sector Sec Count
Num Root Entry Total ) FAT Sector Num of .
Med
. Ext File Sys .
0x20 Total Sector 32 FAT Size 32 Root Directory Cluster
File Sys Backup
0x40 Volume ID Volume Label
Volume :

+  Jump Boot Code : £ E ZEZ HIS7| 2ot HHO| (0xEB5890)

00 01 02

0x00 Jump Boot Code

EB58 : jmp 0000005A

90 : nop
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
N DN = |: |

- OEMID: 2gXHN H™ME ID

© Win95 : MSWIN4.0
> Win98 : MSWIN4.1
© Win2K/XP/Vista : MSDOS5.0

¢ Linux : mkdosfs
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
-

- Bytes Per Sector : ME{ & HIO|E =
- Sector Per Cluster : 22{AH & ME

- Reserved Sector Count : 04| 2f=l H ME 2= (FAT12/16 = 1, FAT32 = 32, 7}H%)
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 0

1 02 03 04 05 06 07 08 09 10 11 12 13 14 15
- A F

* Number of FAT Tables : FAT H|O|& == (E& 0x02)

Root Directory Entry Count : FAT12/160| A S EC|H 2|7} Zotst= X|Cf Tt 4(FAT12/16=512,FAT32=0)

Total Sector 16 : 2 HIO|E 3 7|Q| TtE|M & ME == 2 HIO|[EE EXF 42 Total Sector 32 AtE)
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved
Num Root Entry Total FAT Sector Num of Hidden Sector
0x10 FATs Count Sector 16 Size 16 Per Track Heads
. Ext File Sys .
0x20 Total Sector 32 FAT Size 32 Root Directory Cluster
File Sys Backup
0x40 prv Rese qu Volume ID Volume Label
Num rvl Sig
Volume :

. Media Type : 0xF8=fixed disk, OxFO/F9/FD/FF/FC/FE=floppy, removable
. FAT Size 16 : FAT12/160{| A FAT ¥H0| 7tX|= 2 HIO|E A7|2| ME Z= (FAT32=0)

. Sectors Per Track : & X|2| E=fl & MEH £~ (E & 0x3F=63)
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10

P | el
0x00 Sector Sec Count

- Number of Heads : ZHX|Q| &G %=

- Hidden Sectors : LtE|M A|ZH ™ MIE{O| =

ORt

ME| 4

- Total Sector 32 : 4 HIO|E A7|2| m}E|M

forensic-proof.com 21



FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
- E AR

«  FAT Size 32 : FAT StLtQ| A HO0| 7tX|= 4 HIO|E A 7|Q| MIH =

F
A

\

- Ext Flags : 0{2f 71| FAT B S AI8Y 8% 43

o

«  File System Version : It 2 A[AEIQ| = H{ M (major)2t SH2| B (minor)
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

03 04 05 06 07 08 09 10 11 12 13 14 15

00 01 02
g i
oo A e
0x20 Total Sector 32 Cg‘:;grs] Root Directory Cluster

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Active FAT Num Reserved Flag Reserved
< e e >l :‘»
4 bit 3 bit 1 bit | 8 bit
£ 0|5 37| ag
Active FAT Number 4 bit 2HdBtA|Z FAT S 2 02 E A2} (Flag 2£0] “17 Q! 3 -0j| B
Reserved 3 bit 0|2 E o o=l IS
Flag 1 bit 0:HE L %% EE FAT S 0f 2
1: ¥4 L& S Active FAT NumberO| 278 El FAT S 0j| 2t HHH
Reserved 8 bit O)2fE ?/o of| el S
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
- E AR

©  Root Directory Cluster : £E C|2HE|7} @Ko SHAH 4}
FAT12/162 D& QIX0f £E CIHAE2|7F 2|2 FAT322| R0 oM UK S (B SHLE 2H AL8)
*  File System Information : FSINFO 7&K 7t MZE MEH #HZ (E& 0x01)

- Backup Boot Record : H &l £ E MEQ| 2|X| (£& 0x06)
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved

Num Root Entry Total ) FAT Sector Num of .

. Drive Number : BIOS INT13h E2}O|E H
- Boot Signature : &% £E ALY (E& 0x29)

gy BE AALMIE EXY B2, AIALA o|=0 3712 £7} YE(SF ID, 2i|0]=, Ete)7F EXMetCh= 20|

= O
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FAT12/16/32 Internals

Reserved Area (FAT32) 2 BIOS Parameter Block

11 12 13 14 15

00 01 02 03 04 05 06 07 08 09 10
8 e | e mr 5] mm
0x20 Total Sector 32 52?_;2:2 Root Directory Cluster

- VolumelID: 5 Al2|¥ HS

*  Volume Label : 2& 20|= (8= Z% "NO NAME ")

o

28 0|8 X : HE ME, RE C|2HZ|

1

File System Type : Lt L A|AH HAL (“FAT32 ")
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved

Data Area
Area

00052 52 &1 41 00 00 00 00 00 OO0 OO0 00 00 OO0 OO 00 RREah-rrrrrrroves
01600 00 OO0 00 00 OO0 OO0 OO0 OO0 OO0 OO 00 00 00 OO 00 |rrrrrrerrrreores
03200 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 Q0 reververevvreee
FSINFO Boot Strap 04800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 rrrrrrrrrorerses
06400 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 OO 00 |rrrrrrerrrreores
08000 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 Q0 reververevvreie
0%€00 00 00 Q0 OO OO0 OO0 00 Q0 00 00 00 Q0 00 00 Q0 rrevvrevv oo
\ y 11200 00 00 00 00 00 OO0 00 00 00 @0 00 00 00 00 0O |«r-evercrrer e
! 12300 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 Q0 +rrrrrrerrrnrans

32 sectors 14400 00 OO OO0 OO0 00 OO0 OO 00 OO0 OO0 00 00 00 B0 OO [~ cccroeeeroesens

16000 00 OO0 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 OO 00 |rrrerrerrrreores
17600 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 Q0 reververvoree
Z00 00 Q0 OO0 00 00 Q0 OO0 OO0 OO0 Q0 00 00 00 Q00 Q0 - rrrr v
00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 Q0 rrrrrrrrr oo
00 00 00 00 00 00 00 00 OO0 00 Q0 00 00 Q0 00 00 v rervvaan
00 00 00 00 00 Q0 O0 00 00 Q0 00 00 00 Q0 00 Q0 rerrvrever vy
00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 Q0 rrrrvrrrr oo
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 rrrrrrrrv e
00 00 00 00 00 Q0 OO0 00 00 Q0 OO0 00 00 Q0 00 00 rrvrvrervr vy
H 0400 00 00 OO0 00 00 OO0 00 OO0 OO0 OO0 00 00 00 OO 00 |rerererrrrreeres
484 — 487 Signature (0x61417272) 32000 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 G0 | rrrvreserseoe

33&00 00 OO0 Q0 OO OO OO OO0 QO OO0 00 00 Q0 00 00 Q0 rrevvrerv ooy
488 — 491 Number of free clusters 252100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | cerrrrreneenn.
2200 00 00 00 00 OO0 OO0 00 00 OO0 OO0 00 00 00 00 00 |rrrrrrrrrrreores
32400 00 OO0 Q0 OO OO OO OO0 QO OO0 00 00 Q0 00 00 Q0 rrevvrevv oo
40000 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 OO 00 |rrrrrrerrrreeees
41600 00 00 00 00 OO0 OO0 00 00 OO0 OO0 00 00 00 OO 00 |rrrrrrrrrrreores
496 - 508 Not used 432/00 00 00 OO OO0 OO0 Q0 OO0 00 00 OO0 00 00 00 Q0 Q0 |rrrrveer e
44300 00 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO 00 00 00 OO OO0 |rrrrrrerrrreores

. 4400 00 00 00 OO0 00 OO0 00 OO0 OO0 OO0 00 00 00 00 Q0 rvvrr v
510-511 Slgnature (OXSSAA) 430/00 00O 00 QOO0 72 72 41 &1 70 2D 03 00 E1 48 00 00 |+++-rriap---&H--
- - 453600 00 00 00 Lnnmm OO0 OO0 S5 BB |--vvvrrrerees 2

FSINFO (File System Information)

I
I
I
I
)
I
)
I
I
I
)
I
]
)
]
)
I
)
I
1
I
I
4
]

(FAT32 only) (FAT32 only)

[y
[Te)
L\

I 293

ra
=}
o

]
R
Y

0-3 Signature (0x41615252)

=
=]

-1
M

4-483 Not used

BRI ORI RN
n
o

[re]
o

[4E)

492 — 495 Next free cluster
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FAT12/16/32 Internals

Reserved Area (FAT32) < FSINFO Structure

00052 52 &1 41 00 00 OO0 00 OO0 OO0 OO0 00 OO0 OO0 00 00 REgR-rrrrrerere:
01&00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 Q0 «revrrvrrvn iy
03200 00 00 00 00 QOO0 OO0 00 OO0 00 OO0 00 Q0 00 00 Q0 rrerrrvrrvsoay
04800 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 Q0 o evrrvrrveoy
nNJ

44200 00 OO0 OO0 OO0 OO0 00 OO0 0O 00 00 00 00 00 00 QO rrvrrrvr vy
42400 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 Q0 rrvrrrvr vy

480/00 00 OO OO0 72 72 41 &1 70 2D 03 00 E1 48 00 00 |*+*rrRap-++2H""
43§00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 S5 AR v ga
9l 4y 2
0-3 Signature (0x41615252) 0x41615252
4-483 Not used
484 — 487 Signature (0x61417272) 0x61417272
488 — 491 Number of free clusters 0x00032D70 (208240)
492 — 495 Next free cluster 0x000048E1 (18657)
496 — 508 Not used
510-511 Signature (Ox55AA) O0x55AA

ESINEO (Fila Svuctarm Tnfarmaatinn
TN ey Stem—horHadoty
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FAT12/16/32 Internals

Reserved Area (FAT32)

Reserved

FSINFO Boot Strap
(FAT32 only) (FAT32 only)
L )
T
32 sectors

11z00
12800
14400
16000
17800
153200
20800
22400
24000
25800
27200
28800
30400
32000
33800
35Z00
36800
38400
40000
41800
43200
44800
45400
48000
49800

fufa]
aa
aa
jula]
aa
aa
aa
aa
fufa]
aa
jula]
aa
aa
aa
aa
fufa]
aa
jula]
aa
aa
aa
aa
fufa]
aa
jula]

oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
uls}
oa
oa
oa
oa
oa
oa
uls}
oa
oa
oa
oa

fua]
jufa]
jufa]
jua]
jufa]
oo
oa
oa
fua]
jufa]
jua]
jufa]
oo
oo
oa
fua]
jufa]
jua]
jufa]
oo
oo
oa
fua]
jufa]
jua]

Data Area

la}
i}
i}
oo
i}
0a
oa
oa
la}
i}
oo
i}
0a
ali}
oa
la}
i}
oo
i}
0a
ali}
oa
la}
i}
oo

ula]
la]
la]
uls]
uls]
0a
oa
ula]
ula]
la]
uls]
uls]
0a
als]
ula]
ula]
la]
uls]
uls]
0a
als]
ula]
ula]
la]
uls]

fufa]
jufa]
jufa]
jufa]
jufa]
aa
aa
aa
fufa]
jufa]
jufa]
jufa]
aa
ao
aa
fufa]
jufa]
jufa]
jufa]
aa
ao
aa
fufa]
jufa]
jufa]

ula}
oo
oo
oo
oo
0o
oa
oa
ula}
oo
oo
oo
0o
i}
oa
ula}
oo
oo
oo
0o
i}
oa
ula}
oo
oo

oa
0a
0a
0a
0a
0a
oa
oa
oa
0a
0a
0a
0a
0a
oa
oa
0a
0a
0a
0a
0a
oa
oa
0a
0a

fufa]
aa
aa
jula]
aa
aa
aa
aa
fufa]
aa
jula]
aa
aa
aa
aa
fufa]
aa
jula]
aa
aa
aa
aa
fufa]
aa
jula]

oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
oa
uls}
oa
oa
oa
oa
oa
oa
uls}
oa
oa
oa
oa

oo
oo
oo
oo
4]
oa
oa
oa
oo
oo
oo
4]
oa
0o
oa
oo
oo
oo
4]
oa
0o
oa
oo
oo
oo

oo
i}
i}
oo
i}
0o
oa
oa
oo
i}
oo
i}
0o
ali}
oa
oo
i}
oo
i}
0o
ali}
oa
oo
i}
oo

ula]
la]
la]
uls]
uls]
0a
oa
ula]
ula]
la]
uls]
uls]
0a
als]
ula]
ula]
la]
uls]
uls]
0a
als]
ula]
ula]
la]
uls]

fua]
jufa]
jufa]
jua]
jufa]
oo
oa
oa
fua]
jufa]
jua]
jufa]
oo
oo
oa
fua]
jufa]
jua]
jufa]
oo
oo
oa
fua]
jufa]
55
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FAT12/16/32 Internals

FAT Area (FAT32)

R
eserved Data Area
Area
R
eserved DE) - WAV(CE]
Area

EﬂEEEEEEEEEEEEEEEEEEEEEEBEE@@E@E
0/o/ojnjn/n/n/ojojojojojojo/o/njn/n/n/o/o/oj/oj/ojojojojojo/n/o/o/o|
0jDjnjnjn/n/n/o/o/ojojojo0jojojnjn/n/o/o/o/ojojo0jo0jojnjojo/o/o/o/o|

0/ujojojojojnjn/n/o/o/o/o/ojojojojojojojo/o/o/o/o)
0/0jojojo/ojn/n/o/o/o/ojojojo|ojojo/o/n/n/o/o/o/ojo/o)o)
BEBEEEE 0jojojojojo; gnnmmmnummmmm

E EEEE@E Djojojojojojojo/o/o/n/n/n)
0j0jnjnjnjo/n/o/o/ojojojojo/ojo/n/o/o/o|

Djojojo; EEUDDEEEEEUUUEEEEEBHE
0/ojojnjo/n/n/n/o/o/o/ojojojojojojojo/n/o/o/o/o/ojo|o0jojojojojo/o/o
0jDj0jnjn/n/n/o/o/ojojojojojojojn/n/o/o/o/o/ojojo0jojojojo/o/o/o/o|
DDEEDEE mmnmmmmmmmmmmmgggggmm

injo| O/o/n/n/n/ojo|
000378 NIMNMDNMNMNHPFOMNMNMNEEEE
000441 DIDICICICIGIOHA
oooso4 MGG
000567 MOMGG %El
n

~EEEEEEEEEEECCCE -
. BEBGGBEBEEBEEBI

m§%§
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FAT12/16/32 Internals

FAT Area (FAT32)

R
eserved Data Area
Area
: : Cluster 2
1 1
1 1
R
eserved Data Area
Area

0 01 02 03 04 05 06 07 08 10 11 12 13 14 15

0x0000 Media Type Partition Status Cluster 2 Cluster 3
0x0010 Cluster 4 Cluster 5 Cluster 6 Cluster 7
0x0020 Cluster 8 Cluster 9 Cluster 10 Cluster 11
0x0030 Cluster 12 Cluster 13 Cluster 14 Cluster 15
0x0040 Cluster 16 Cluster 17 Cluster 18 Cluster 19
0x0050 Cluster 20 Cluster 21 Cluster 22 Cluster 23
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FAT12/16/32 Internals

FAT Area (FAT32)

000FS FF FF OF FF FF EF FE| FF FF FF OF|FF FE EE OF| |@iy-$9egvvy- viv-

016s 00 00 00 06 00 OO OO 07 00 00 OO0 OB 00 00 00| |====s=smssnnsnns . 0x00000000 : Available
oazfrr FF FF oF[0R 00 00 00 FF FF FF OF|OC 00 00 00| |§#F- =« = §ie----
D-IEED 00 00 00 OE 00 OO0 OO0 OF 00 00 00 10 00 00 00f| seereencannaann
. ? . _Of-
0€4[FF FF FF OF[12 00 00 00 13 00 00 00 14 00 00 00| [ -vvrereren Ox?FFFFFFF : End-Of-Marker

ogops 00 00 00 1e 00 OO0 00 17 00 00 00 18 00 00 QOp|rwwerweerernnnnn
O0%ss 00 00 00 12 00 00 00 1B 00 00 00 1C 00 00 Q0p|»=mwewewemenenon
lizpD 00 Q0 OO0 1E OO0 00 00 1F 00 00 00 FF FF FF OF| |»vwerwemeeen P
12821 00 00 00 22 00 00 00 23 00 00 00 24 00 00 00 v
14425 00 00 00 22 00 00 00 27 00 OO0 00 22 00 00 00
le0z% 00 00 00 22 00 00 00 ZB 00 00 00 2C 00 00 00
19820 00 00 00 ZE 00 00 00 ZF 00 00 00 320 00 00 00
15231 00 Q0 00 32 00 00 00 33 00 00 00 24 00 00 00
20835 00 00 00 2¢ 00 0O 00 327 00 00 00 38 00 00 00
22435 00 00 00 32 00 00 00 3B 00 00 00 3C 00 00 00
24030 00 00 00 3E 00 00 00 3F 00 00 00 40 00 00 00
25641 00 00 00 42 00 00 00 43 00 OO0 00 44 00 00 OO0
27245 00 00 00 45 00 OO0 OO0 47 00 OO0 00 48 00 00 OO0
ZEg45 00 00 00 42 00 00 00 4B 00 00 00 4C 00 00 00
044D 00 00 00 4E OO0 OO0 00 4F 00 OO0 00 50 00 00 00
32051 00 00 00 52 00 00 00 53 00 00 00 54 00 Q0 00
33855 00 00 00 5¢ 00 00 00 57 00 00 00 58 00 00 00
35255 00 00 00 S& 00 00 00 5B 00 00 00 5C 00 00 00
3850 00 00 00 5E OO0 00 00 5F 00 00 00 &0 00 00 00
384el1 00 00 00 o2 00 OO0 00 o3 00 OO0 00 &4 OO0 00 OO0
400s5 00 00 00 && 00 00 00 &7 00 00 00 &8 00 00 00
41laeS 00 00 00 o OO0 OO0 00 oB 00 00 00 &C 00 00 00
43Z&eD 00 00 00 &E 00 00 00 &F 00 00 00 70 00 00 00
44871 00 Q0 00 T2 00 00 00 T3 00 00 00 T4 00 00 00
45475 00 00 00 Yo 00 OO0 OO0 77 00 00 00 72 00 00 00
48075 00 00 OO0 7& 00 OO0 00 TB 00 00 00 7C 00 00 00
49570 00 00 00 TE OO0 00 00 TF OO0 00 00 20 00 00 00

. OX?FFFFFFF : Bad Cluster

| — o =
]

e I R

*  FAT Entry 37|
v FAT12/16 : 2 bytes (2567H)

v FAT32: 4 bytes (128 7H)

TEmoRnay
CeMHOEDO® A DB oS

LI = I~ I . LR - U

TNEAERTRORdORGER leaw
ndndong

Gld 6 g wd nl
O Kt
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FAT12/16/32
Directory Structure

Security is a people problem...




FAT12/16/32 Directory Structure

Data Area
Reserved Data Area
Area
[ I
1 1
I I
1 1
I 1
Reserved e e S
Area : I
Root Sub
Directory Directory
(Cluster 2)
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FAT12/16/32 Directory Structure

Reserved
Data Area
Area
Reserved . .
File Data File Data
Area
f”’ ,——Roo‘t" Sub
‘,a/ __——” Directory Directory
LT T (Cluster 2)
P
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Name Extension Attr Rese CTri?::ee Created
0x00 rved | Tenths Time
Last Last
Created Startin Last Written . Startin e
0x10 Accessed I g. ) ! Written ing File Size
Date Cluster Hi Time Cluster Low
Date Date

forensic-proof.com
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
. Rese | Create Created
Name Extension Attr Time .
0x00 rved | Tenths Time
Last Last
Created Startin Last Written . Startin e
0x10 Accessed g. . Written g File Size
Date Cluster Hi Time Cluster Low
Date Date
IX| Ad
: Status Byte
0-0 File Name or Status Byte
8-10 File Extension
11-11 Attributes 0x00 : H|O{ Q= It
12 Reserved
olHd FIX CHAl &
13 Created Time (tenths of second) OxE5 (2= ZFX]) & 0x05 Cii ol HE

14 -15 Created Time

16-17 Created Date

18-19 Accessed Date

20-21 Starting Cluster High 2 Bytes

22-23 Written Time

24 -25 Written Date

26 —27 Starting Cluster Low 2 Byte

28-31 File Size

forensic-proof.com
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Create
Attr Rese Time Crgated
0x00 rved | Tenths Time
Last Last
Created Startin Last Written . Startin e
0x10 Accessed ' g. . ! Written rtng File Size
Date Cluster Hi Time Cluster Low
Date Date

- Name : 8 HIO|EQ| It 0| &

© YR ASCI 2 B
- k= ohE 2dY
© S22 0x20 (ASCII, space)Z HH

«  Extension : 3 HIO|E Q| I} Z}HZtX}
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Name Extension Rese CTri(::ee Created
0x00 rved | Tenths Time
Last . . Last .
0x10 Created Accessed Startlng. Last Wr|tten Written Starting File Size
Date Cluster Hi Time Cluster Low
Date Date
«  File Attributes : S| & Ito| HAl
o o|oj =L
0000 0001 (0x01) Read Only Q17| ™g mf
0000 0010 (0x02) Hidden File =70 o
0000 0100 (0x04) System File SIHA Al ot
oie ool 0| 50| 2 ZE Ol &

0000 1111 (OxOF)

Long File Name

0001 0000 (0x10) Directory Cl= 2|
0010 0000 (0x20) Archive Udt o

forensic-proof.com
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13
. R Create
Name Extension Attr ese Time
0x00 rved Tenths

Starting
Cluster Hi

Starting
Cluster Low

0x10 File Size

- Create Time (tenths of second) : I} MM A|Zt (1029] 1X)

- Created Time (hours, minutes, seconds) : It MM A|ZF (A], &, X)

L

- Created Date : I} MM xR}
. Last Accessed Date : OFX|2t M2 xRt

< Last Written Time (hours, minutes, seconds) : OFX| 2 =™ A|ZF (A], &, X)

- Last Written Date : O}X| 2 =78 X}

forensic-proof.com 39



FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13
. Rese Create
T
0x00 Name Extension Attr ved Te':iﬁs
Starting Starting S e
0x10
Cluster Hi Cluster Low File Size
- 2W BE¥ YA (October 23, 2010)
Year (1980 - 2107) Month Day
(0-127) (1-12) (1-31)
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
=R 1078l 16Xl Hrol L 2|
23 23 0x17 1 0111 l
v
October 10 0x0A 1010 — 0011 110 1 010 1 0111
2010 30 Ox1E 001 1110 T 0x3D57
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11

12 13

Name Extension Attr

0x00

Rese Crfeate
Time

rved Tenths

Starting Starting S e
0x10
Cluster Hi Cluster Low File Size
- ANZtEHE FA (11:24:30 AM)
Hour Minute Second
(0-23) (0-59) (0-29)
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Al ZH 1071 1671 Hrol L 2|
30 15 OXOF 0 1111 l
v
24 24 0x18 01 1000 — 0101 1 011 000 0 1111
11 11 0x0B 0 1011 T Ox5BOF
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
) Rese | Create Created
0x00 Name Extension Attr rved T-LI:;ES Time
Last Last
L .
0x10 Created Accessed ast ertten Written File Size
Date Time
Date Date

- Starting Cluster Hi (2 bytes) : Lt 20| {{X|ot A|%f S 2H{AHL| 42| 2 HIO|E

< Starting Cluster Low (2 bytes) : I 20| ?|X|3t A2} EHAEHCO| 519 2 HIO|E
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

0x00

0x10

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Create
Name Extension Attr Rese Time Crgated
rved | Tenths Time
Last . . Last .
Created Starting Last Written . Starting
Accessed . . Written
Date Cluster Hi Time Cluster Low
Date Date

File Size : HIO|E THR|C| Tt = 7| (232 = 4,294,967,296 = 4 GB)
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
) R Create r
Name Extension Attr ese Time ¢ gated
0x00 rved | Tenths Time
Last . . Last .
Created Starting Last Written . > Starting
0x10 Accessed . . Written
Date Cluster Hi Time Cluster Low
Date Date

ElTE}(t {f@l-hex
iS50 52 4F
Faa54 30D 54

4E 45 45 52
3D 00 00 a8

ac

E;J Doc 'ﬂ'lTransuipt EF‘icturE Eﬂepﬂrt
=0 54 583 54 =20 18 18 Z5
3D AS £4 AR 00 OO0

3D

] Console 73 Details ¥

a8z -5

Z288ES «E 00 73 00 5F 00 w& 00 <«F 00 OF 00 74 72 00 |am-s -£ -0 -EE
e 2
Name PRONEER
Extension TXT
Attribute 0x20 (Archive, Y2 o} )

Created Date/Time

20104 102 202 04:17:10 PM

Last Accessed Date

20104 102 20

Last Written Date/Time

20104 9& 292 05:37:16 PM

Starting Cluster

0x000064A5 (25,765)

Created Time

0x000000AA (170)
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FAT12/16/32 Directory Structure

Data Area = Directory Entry (E&0|E)

00 01 02 03 04 05 06 07 08 09 10

11 12 13 14 15
) R Create
Extension Attr ese Time Crgated
0x00 rved | Tenths Time
Last . . Last .
Created > Starting Last Written .S Starting e
0x10 Accessed , . Written File Size
Date Cluster Hi Time Cluster Low
Date Date

(=] Text [&]Hex tj] Doc L:ﬂTransn::ript [ Picture Eﬂepﬂrt > Console 3@ Details =W
4F 4E 45 45 52 53

00 00 400 00 52

3D 00 00 OO0 00 0O
03241 80 AC &5 B4 74 C7

72 00 OF 00 TD &3

. 8E 0|5 : "PRONEER USB”

- RECIEEZ| L R HR CI=EH2| AE2(0] ?/X|

© HEI O =Y A (EF Ol 278 AlZHT M1 LHHA| EE= AL

r

0ad
aag

otsl

HE.'—-e'ti;D -F - -

']'l -
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45



FAT12/16/32 Directory Structure

Data Area = Directory Entry (8t20|E)

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
) Rese | Create Created
Ti
0x00 Extension Attr rved Telr::Es Time
Last . . Last .
0x10 Created Accessed Startmg_ Last ertten Written Starting File Size
Date Cluster Hi Time Cluster Low
Date Date

EE'TE}(t |-.@ HE]-I.'| tj] Doc %] Transcript [ Picture gﬂepﬂrt > Console T3 Details =W
¥liilc7 C1 B7 CE B4 CF BE EE 48 57 50 20 00 AB 29 8 L -I-IMiHWE -«)Z
k1154 3D 54 3D 00 00 FB 90 52

352E5 41 4D 50 4C 45 7E 31 44 4F 43 20 00 AD 37 35 |SAMPLE~1DOC -—™

= : OxB7CE

L] : OxB4CF

0] : OxBEEE
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Seq . Rese | Che
N 1 A
0x00 [ Num ame 1 (Unicode) tr rved | Sum

0x10 Name 2 (Unicode) Reserved Name 3 (Unicode)

7 A 449

0-0 Sequence Number or Status Byte

1-10 LFN Character 1-5 (Unicode)

11-11 Attributes (OxOF)

12-12 Reserved

13-13 Checksum

14-25 LFN Character 6-11 (Unicode)

26-27 Reserved

28-31 LFN Character 12-13 (Unicode)
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Name 1 (Unicode)

0x10 Name 2 (Unicode) Reserved Name 3 (Unicode)

+  Sequence number / allocation status :
255 At O|5te| Mt Ol #BS 2ol StLt O 42| LFN A EE| AHE
18 E AIZSHA Ate 2 57t
ORX|S} 2f2 "S71k | 0x40" 22 A H2
OxE5 : 2K &l LFN A E 2|
- Attribute : LFN QIEZ|0|2 2 T4 OXOF 3f

+  Checksum : Lt O|E2°| X2 M %t
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00

0x10 Reserved

- Namel: §L|AE 5 &%t
- Name 2: §L|3E 6 2%t

«  Name 3: §LZIE 2 Xt

7t

or

Hl
rot

: SILIO| LFN QNEZ|= & SLAE 13 &K}

Ho

- ZX|C{ 255 =X} 2 Al 14702 LFN A EZ| EQ

@)

© BAL YRR e 4% OxFFR i Y

I

0l
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x10 Reserved

: [=] Text | §]Hex| LgiDoc % Transcript [ picture | =|Report 2] Console T3 Details
7700 a0

FF FF a0
&5 00 aa

a0 72 i

31 48 57 50 2 85 ZE 8 FORENS~1HWPE

7E 3D 7TE oo|fiT=T="- -I~L=~n-n- -

- “forensic-proof.hwp” LFN I E 2|
B2 O|E (Directory Entry)2| 2% &2 0| 4 &0 3 8 HIO|E 0| ‘44 "FORENS~1.HWP”
=AM Bz Z7}:0x01 = 0x42

AMEEX| B2 A2 OxFFE I E
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry (8t20| &)

00 01 02 03 04 05 06 07 08 09

0x10

-
= I

31
=i

. X U+D3EC . Z - U+D504 .
. gl - U+B80C . = . U+BS8E8 .
. Al - U+C2DD . I : U+D504

10 11 12 13 14 15

Reserved

10 - ¥R-0&8, - -5 -
~25T -h-w---p---
+ kB HHE -«) 2

T=T=- -u|B=wn -f - -
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FAT12/16/32 Directory Structure

Data Area = Example : Root Directory (Cluster 2)

a0o0/43 4F 46 45 45 20 20 20 20 20 EDEDEEDD aa oo o COFEE = ovmeee

) 01600 00 00 00 00 00 OE 71 24 3B 00 0Q 00 00 00 00 ~------ P RRREEE
F#,j bin 032ES 44 45 4C 54 45 4D 50 20 20 20:22i 00 80 17 S5& &DELTEME "-£-2
04824 3B 24 3B 00 00 05 71 24 3B 03 00 00 70 &0 3D 3;%; --q3; " 'p'=

: 064E5 53 00 44 00 45 00 4C 00 54 00:0F: 00 B1 45 00 &5-0-E-L-T---0O2-
,ﬂfj out-CIST-PROMEER-20090304172828 ggo4D 00 S0 00 31 00 00 00 FF EF 00 00 FF FF EF EF [M-B-1---§i- - 95y

096ES 44 45 4C 54 45 7E 31 20 20 20:22: 00 17 04 71 EDELTE~1 "--'g

_ 11224 3B 24 3B 00 00 05 71 24 3B 00 00 00 00 00 00 $;3; - -g$;  ++
,ﬂfj PRESEMT 128ES 53 00 44 00 45 00 4C 00 4D 00:0F; 00 5D 46 00 &5'D'E-LM:-:]F
14454 00 20 00 20 00 30 00 30 00 00 OO0 20 00 20 00 T-0-0-0-0---0-0-

160ES 44 45 4C 4D 46 7E 31 20 20 20:22i 00 1A 04 71 EDELMF~1 "---g

ﬁ T 17624 3B 24 3B 00 00 05 71 24 3B 00 00 00 00 00 00 $;3; - qgé; """
: 19242 49 4E 20 20 20 20 20 20 20 20:10i 08 A0 0D 71 BIN - g
20824 3B 24 3B 03 00 OE 71 24 3B 02 (0. 00 00 00 00 $;3; »-qgs; e+

22452 55 4E 4E 45 52 20 20 45 58 45i20i 18 BZ 15 71 NUNNER EXE +f-.g

24024 3B 2A 3B 03 00 AC 90 55 38 FE 00 69 €0 O& 00 $;%; -—OUSp-i- -

Z5643 37 00 32 00 38 00 32 00 3B DUEDF?DD CA 00 00 C7+2+8+2+8++ E--

272FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF |(oFiioviy- - 4oy

28802 45 00 45 00 52 00 2D 00 32 O00:0F 00 CA 30 00 -E-E-R---2---E0-
30430 00 39 00 30 00 33 00 30 00 00 00 34 00 31 00 (0+-9-0+3+0+++4-1-
32001 6F 00 75 00 74 00 2D 00 43 00:0F 00 CA 45 00 -o-u-t---C---EI-
33653 00 54 00 2D 00 50 00 52 00 00 00 4F 00 4E 00 (§-T+-+E*R++-O-N-
3524F 55 54 2D 43 45 TE 31 20 20 20:10i 00 8B 8E 8B OUI-CI~1  --<ic
36824 3B 24 3B 03 00 SF 8B 24 3B D8 00 00 00 00 00 $;%; -0c3;0

38452 45 43 55 43 4C 45 52 20 20 20i17i 00 BB 82 TE RECYCLER  +'»,~
40022 3B 28 3B 00 00 83 7E 28 3B 7F 43 00 00 00 00 {;{;--f~(;CH-" -
41641 55 54 4F 52 55 4E 20 49 4E 46:27: 18 A8 83 7E AUTORUN INF' - f~
43228 3B 2B 3B 00 00 8B 7E 28 3B 85 48 1A 01 00 00 (;+;- <~ (; H-- -

445ES 4% 00 &D 00 &8 00 &% 00 &E DDEDFEDD BC 2E 00 E2I'm-j-i-n---E.-

46462 00 6D 00 70 00 00 00 FF FF 00 00 FF FF EF FF |[b-m-p-- -9 - 995
430ES 4D 4A 49 4E 20 20 20 42 4D S0:20i 00 4E 86 7E EMJIIN  BME Nt~
49478 AR FAR AR 00 N &E TE FR AR RA 4R AF TR NE - fzize mim iz tHMI =
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FAT12/16/32 Example

Security is a people problem...




FAT12/16/32 Example

File Allocation

*  C:\Downloads\proneer.txt (13KB)

. Cluster Size : 4K

FAT Area 301 302 306 307
Data Area
Root Directory Cluster 300
> Real Data
proneer.txt 301 ~ ~
Downloads 300 300 301 302 303 304 305 306 307
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FAT12/16/32 Example

File Deletion

*  C:\Downloads\proneer.txt (13KB)

. Cluster Size : 4K

FAT Area

Data Area

301 302

=HR

306 307

- -

Root Directory

Cluster 300

Downloads

300

A 4

Real Data

_roneer.txt

301

300 301 302 303 304 305 306 307
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FAT12/16/32 Example

Wasted Area Analysis

- MBRZH

«  FAT329| Of| 2=l F LfO| LH| k= ME (1,2,3,6,7, 8 MEH X Q)
- FAT329| Of9fEl YO FIHXQI HE T E P (MH 3,8)

© FSINFO =X SG (ME 2,7)2 AEEX| = S

S 1

>
>

—\a

2 (EH 2l EZ2I0o|E %EH) U AE =2

-
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Quiz !

Security is a people problem...
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FAT12/16/32

Cl2Ef2] AE2|o 37|

«  FAT12/16/320| M 2} ImiE[ME Q| O 2=l A A 7| =7

© FAT329| B2 O|ofE YOM AHEE[X]| Gi=

© OFE A §EO| HK[=?

© I B Rtel IXlE?

il

- FAT329| ZX|C} & 7ts% E8AH =2

Ml
=1

H =2
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FAT12/16/32

o~
o
Rl
Bl
i

—_

{|
i

110
jotl

59
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Question & Answer
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