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exFAT Introduction

Security is a people problem...




exFAT Introduction

Introduction
- exFAT (Extended FAT) : &%t ol &4 H|O|2
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exFAT Introduction

Timeline (Key Dates)

. 20064 11¥

. 20084 03E :

- 2009 01%

- 2009 01¥

- 2009 03H

- 20094 12#

- 20094 12#

: exFAT2 K| QStE |I=2 XP E210|H & H

- PretecOl| A A|ZXE SDXC 7= S A

- exFAT 2}O|MA =2 2 Bty

: DiskinternalsOf| A exFAT &7 =212 &5

- 2AE 2 CE 6.0 O|A &7H

exFAT 2242 717 HIAEF MH[ AT 1 ZA|

—

: SDXC (Secure Digital eXtended Capacity) M2 2[7tE A ZE, THUA|AE O = exFAT A E4
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exFAT Introduction

SDXC?

- LCIYSH ZfA| 22| 7= 2 & (SD vs. CF)
. SD2}SDHC 7IE9| &£ &

- A7l 7IE HEot S 2o SEEICH 2 TB)IF §5 B

Sun)‘mk_z 5
& orouvi.
mee

Sanllisk

ultra
¥ Lock E. DL':B
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exFAT Introduction

Supported Operating Systems

Windows Vista SP1

Windows XP SP 2 (with updates)
Windows XP SP 3 (with updates)
Windows Server 2003

Windows Server 2008

Windows 7

Windows CE 6.0
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exFAT Introduction

Getting the drives put onto Windows XP

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=1cbe3906-ddd1-4ca2-b727-c2dff5e30f61&displaylang=en
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exFAT Introduction

Summary of exFAT Features

- 7tH™ MIEf 37| (512 ~ 4096 HIO|E)

. AC§ 22{AH 37| (32 MB)

- o9l CIAEZ| (256 MB)

< NTFSQ| 58 & 7HX|X|BF NTFSELH &2 2B E

«  TexFAT (Transactional exFAT) 22t

« ACL (Access Control List), UTC (Universal Time, Coordinated) Timestamp X| &
- OEM ItzZi0| B MEH

- 9ME 37|9| VBR (Volume Boot Record) @< (CHEEF HE ZZ2 120 J15)

- ol CIEEZ| ot e S7F (EITH 2,796,2027H)
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exFAT Introduction

Scalability and Limitations
. IOt 37| :128 PB (O|2M O Z 64 7B, O0|AZATE &= 512 TB #H)
- ClEHel 2 o ok 7H== 2 2,796,202

. el o

Ol

X|CH Z0] : 255 Xt

. E2E2 137 :16EB (O|2EXMO=2 L= 64 78, OI0|AZATEL 512 TR AEh

Thel H}O|E
KB Kilobyte 210 1024
MB Megabyte 220 1024 KB
GB Gigabyte 230 1024 MB
TB Terabyte 240 1024 GB
PB Petabyte 20 1024 TB
EB Exabyte 260 1024 PB
ZB Zetabyte 270 1024 EB
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exFAT Introduction

Maximum Volume and File Limitations

FAT 12 FAT 16 FAT 32 NTFS UDF exFAT

o =& 37 32 MB 2 GB 27TB 16 TB 2TB 128 PB
Z|CH ot 37 4GB 4GB 4GB 16 EB 16 EB 16 EB

SHd/8s Low Low Low High Low Low

I ANEH
(Fault Tolerance) No No No Yes No Yes
A et N N N Y N Y

(Object Permissions) ° ° 0 es 0 es
I+ o] & %|Cf Z0] 255 255 256 256 122122';3?‘3 255 Unicode

11

forensic-proof.com



exFAT Introduction

How to Identify exFAT Capability

SPNEN-TE 1
exfat.sys — %SystemRoot%WSystem32%WDriverstt
format.com — "exFAT" &M X3 Of &

uexfat.dll — %SystemRoot%WSystem324

. 2ME T

fmifs.dll
fs_rec.sys
ifutil.dll
Shell32.dll
ulib.dll

xpsp3res.dll
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exFAT Introduction

How to Identify exFAT Capability

- XPEX|2ERZ] 7|
SOFTWARE#MicrosoftWUpdatesWWindows XP#WSP4WKB955704
SYSTEM%W%Current Control Set%WEnumWRootWLEGACY_EXFAT
SYSTEMW#W%Current Control Set%WServicesexFAT

1 BHOf| "exFAT"S 7HX|= 7|

- Vista HIX|2EZ2| 7|
SYSTEM#%Current Control Set%WEnumWRootWLEGACY_EXFAT
SYSTEM#W%Current Control Set%WServices#EventlogWSystemWexFat
SYSTEMW%Current Control Set%#ServicesWexFAT

1 50| "exFAT"E 7HX| &= 7|
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exFAT Internals

Security is a people problem...
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exFAT Internals

Volume Structure

Main Backup
Boot Region Boot Region

FAT Region Data Region
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exFAT Internals

Volume Structure

Volume
Boot Record

Backup Volume

Boot Record Cluster Heap

Sector 0 Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 9 Sector 10 | Sector 11
L JL JL J\ J\ J
T T T T T
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record
. Boot Sector : BIOS Parameter Block (BPB), £ E T E, A|ZL|X
- Extended Boot Sectors : =7}%Q EE TE |2 HE Tz ]2

- OEM Parameter Record : &0 A OfX| X Z=ALO] 28l 7|2 =l L

oo
(o=

- Reserved Sector : SiX| M| /UX|

«  Checksum Sector : 0|7 11 MEOf CHot X3 4k

oro
(=1

ZASHA

VBR2| OtX|8} 3 ME = £ E ALK (0x55AA)7t

forensic-proof.com 16



exFAT Internals

VBR — Boot Sector

Volume
Boot Record

Backup Volume
Boot Record

Cluster Heap

Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 9 Sector 10 | Sector 11
L N I I\ T ]
T T T T T
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record
IE‘Text 5 Ex| t.;] Doc l“E]Transcript EP\EWFE Repaort ﬂCcnsuIE %Details |_I-IJ
o EE T& 5 BB 46 54 20 20 2 Ev|EZXFAT - -
H 2 44 02800 00 90 00 00 00 00 90 00 90 00 60 00 00 00 00 |--boern-
03200 00 00 00 00 00 00 00 00 00 00 00 00 00 00
04800 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0-2 Jump Command to boot code
ﬁ}';@ﬂt):-m:;
3-10 File System Name $ 2R
11-63 Previously FAT Compatible ~ fioes o0 00 20 20 00 00 60 60 00 60 00 00 00 00 00 - noom oo
¢ et iy
Disk error§ Pr
64 —-119 BIOS Parameter Block 822 oo key wo =
120-509 Boot Program
510-511 Signature (OxAA55)

forensic-proof.com

17



exFAT Internals

VBR — Boot Sector

2cy £1%] (H}O] E) 37| (H}O|E) 28/%

Jump Boot 0 3 OxEB7690

File System Name 3 8 “EXFAT “

Must Be Zero 11 53 HEE Al 0x00 (7| & FAT 22| R T E 97| 2Isl EXH)
Partition Offset 64 8 OHE[M X ME =4
Volume Length 72 8 =E0| HYE F MEH 5

FAT Offset 80 4 1t FATS| MIE| T4

FAT Length 84 4 FATO| =l & M =
Cluster Heap offset 88 4 GOl HYo| ME F=a
Cluster Count 92 4 HO|E ¥o| £ EAH £
Root Directory First Cluster 96 4 FECHEHZ|Q SAH FA
Volume Serial Number 100 4 =E AMZE Hz

File System Revision 104 2 OHAA| AR HA ALE

Volume Flags 106 2 =8 22

Bytes Per Sector 108 1 MIE B HIOIE 4=

Sectors Per Cluster 109 1 So{AH Y AMEH

Number of FATSs 110 1 FAT 7%=

Drive Select 111 1 INT 13h ALE 2 2|5 EXH
Percent In Use 112 1 CIO|E EYol AHE &
Reserved 113 7

Boot Code 120 390 HEDZOH

Boot Signature 510 2 O0xAA55
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exFAT Internals

Jump Command File System Name

VBR — Boot Sector

Previously FAT BPB Region

BIOS Parameter Block (BPB)

i} " 1< 8-t -Ht -
w--I-81 fle=I-

Bemowe disks o
r other media.i
Disk errory Pr
233 any key to &
egbart -t

Boot Code Region

VT vy vVyvFyyvyy

VeV T FyE Vi Eyivey

Yy Vv ey .

2| srerrerrerrerT—— Signature
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exFAT Internals

VBR - Extended Boot Sector

Volume Backup Volume

Boot Record Boot Record Cluster Heap

| =TT P
Sector 0 Sector 9 Sector 10 | Sector 11
L JL JL J\ J\ J
T T T T T
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record
i [=] Text gj] Doc %] Transaript [ Picture Report (=] Console T3 Details =M

1=
i
L
o

- Extended Boot Sectors : 78 Q £ E FE 3 |2 £E
- HEO| BEE FEJI J|ELX| XS 42 0x002 2 A E

« AL ™E= 0x55AA
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exFAT Internals

VBR - Extended Boot Sector

Volume Backup Volume

Boot Record Boot Record Cluster Heap

pr—r—rei

Sector 0 Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 10 | Sector 11

\ JU J\ JL J\ J
1 1 1 1 1

Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record

3 gj]Dn( %3] Transaript E4 Picture JCunsnIE 3 Detals &H

©  OEM Parameter Record : SZ0| A OfX| K| zZ=AL0f| 2f5H 7| =& W&
> HDDO|X = 2xf AFE L[ UX|= S
: O Al XS X[X] 2 (RTAH= o))

. Parameter Field 2

© 48 HIO|EQ| 1074 EE

° 16 H|'O|E GUID + 32 HI'O|E r'-l'El'DlE‘l wnwwnwwrz
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exFAT Internals

VBR - Extended Boot Sector

Volume Backup Volume Cluster Heap

Boot Record Boot Record

Sector 0 Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 9 Sector 10

T T T T T
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record

Doc ﬁ Transcript [ picture

Es

k Report [*] Console T3 Details 2

2
[
23
14

«  Checksum Sector : 0|7 11 MEOf CHo X3 4k

L
W mm oo o
oo o |
om0 o

> 0x68086CCB

o
&
o
i

2
[
23
14
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¢ 4HOIE HI3Y & =
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14
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exFAT Internals

File Allocation Table (FAT)

Volume

Backup Volume
Boot Record

Boot Record Cluster Heap

Volume
Boot Record

Backup Volume
Boot Record FAT #1 FAT #2

Cluster Heap

FAT #2 : TexFAT O A2t X| 2

H ™ 1.00| M= Transactional exFAT (TexFAT) O|X| &

FAT #2&= FAT #1131} &4 CHS0| EX{otH Lot

FAT12/16/320| A FATS| gt 2

=

- exFATOME EE AE

HO=I‘6‘I-2
=2 o ©o HET

22 M2 > HEWMS S &2l > /0 ds &
. SOl ZPAH BYY P FAT AL X, HAISNY 20| S2AH Holozo 2g
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exFAT Internals

File Allocation Table (FAT)

Volume Backup Volume

Boot Record Boot Record Cluster Heap

Volume Backup Volume
Boot Record Boot Record

FAT #1 FAT #2 Cluster Heap

0001 02 03 04 05 06 07 08 09; 10 11 12 13 14 15

¥ *  Media Type

0x0000 Media Type Status Byte Cluster 2 Cluster 3

v/ E2I o0z
0x0010 Cluster 4 Cluster 5 Cluster 6 Cluster 7
0x0020 Cluster 8 Cluster 9 Cluster 10 Cluster 11 4 k&t OxFFFFFFF8
0x0030 Cluster 12 Cluster 13 Cluster 14 Cluster 15 . Status Byte
0x0040 Cluster 16 Cluster 17 Cluster 18 Cluster 19 v AMESHE| o2
0x0050 Cluster 20 Cluster 21 Cluster 22 Cluster 23 N

v 2} OXFFFFFFFF
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exFAT Internals

File Allocation Table (FAT) = As soon as media is formatted

[Z] Text tj] Doc lﬂ Transcript [=4 Picture Eﬂepcrt ] Console T3 Details =¥

ilililF'3 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFQeiiiidiiidyyiiid
01yl 00 00 00 OO0 00 00 00 OO0 OO0 00 00 o0 (- -----------
03200 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 [-----rrrmrmmme e
04800 00 00 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 |(--------------
05400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 |-
ogdoo oo 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00 00 |[-----rrrrem e
09200 00 00 OO0 OO0 00 OO0 OO0 00 00 00 00 00 00 00 00 |(-------------- -
11200 00 00 00 90 90 00 00 90 00 00 00 00 00 00 99 [----rrmrmrmm -
12800 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 |[-----rrrrrmm e
14400 00 OO0 OO0 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00 00 00 |(-------------- -
1000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |[-----rrrrrmmee e
1%s00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 |(------------- -
19200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |(---------r---- -
20800 00 00 OO0 OO0 OO0 Q00 00 00 00 00 00 00 00 00 00 [-----rrrrrmree e
22400 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 |(-------------- -
24000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 |-
25600 00 00 OO0 00 OO0 00 00 00 OO0 00 00 00 00 00 00 |[-----rrrrrmmm e
27200 00 00 OO0 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 |(--------------
28800 00 00 00 00 00 00 00 90 00 00 00 00 00 00 99 |- v
30400 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 |[-----rrrmrmm e
32000 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 |(-------------
33600 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 |[-----rrrmrmr e
35200 00 00O OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 |------- -
35800 00 00 00 OO0 OO0 OO0 00 00 OO0 00 00 00 00 00 00 |(-------------- -
38400 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 [-----rrrmrmrme e
40000 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 |(----------em-
41500 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 |-
43200 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 |[----- v mm e
448300 00 00 OO0 OO0 OO0 OO OO0 00 OO0 00 00 00 00 00 00 |(------------- e
45400 00 00 00 00 OO0 00 00 90 00 00 00 00 00 00 99 |-
48000 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 |[-----rrrmrmm e
49500 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 |(-------------- o

0x00000000 : No significant meaning
0x00000001 : Not a valid cell value
OXFFFFFFF6 : Largest Value
OxFFFFFFF7 : Bad Block

OxFFFFFFF8 : Media Descriptor

OxFFFFFFF9 ~ E : Not Defined

OxFFFFFFFF : End of File (EOF)

Cluster 2 : Allocation Bitmap
Cluster 3 : UP-Case Table

Cluster 4 : Root Directory

forensic-proof.com
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exFAT Internals

File Allocation Table (FAT) = FAT Example

m FAT Linked List Array

Boot Sector in VBR —

OXFFFFFFF8
OxFFFFFFFF
2
40
41

42

First Cluster 40 43

Directory Record

80

81
82

100

[\\ \

101
102

103

+0
+4

+8

+160

+164
+168

+172

+320

+324
+328

+400

+404
+408

+412

forensic-proof.com
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exFAT Internals

Allocation Bitmap Table

Root Directory First Cluster

Boot Sector in VBR

Volume Label Directory Record

UP Case Table Directory Record

First Cluster

Allocation Bitmap Directory Entry First Cluster

Root Directory

Cluster 2-9

Cluster 10-17

Cluster 18-25

Cluster 16-33

Cluster 34-41

00000011

Cluster 42-49

Cluster 74-81

00000010

Cluster 82-89

Cluster 90-97

Cluster 98-105

00010000

+0
+1
+2

+4
+8
+4
+8
+0
+4

forensic-proof.com
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exFAT Internals

Cluster Heap

Volume Backup Volume
Boot Record Boot Record

Cluster Heap

*  Cluster Heap
exFAT IFUA[AEO| OB Y
FE CHHZ
SRl CIAE 2|
UP-Case H|IO|&
Allocation Bitmap

op
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exFAT Directory Structure

Security is a people problem...




exFAT Directory Structure

Root Directory

- off C|AE 2|, otY, 2E 20| &, uP-Case H|O| = /X[, & H| E™(Allocation Bitmap) ¥ X 2= ALE
«  TexFAT (Transactional FAT), ACL (Access Control List)2 P4 Al| 21 =< cE ™ O M BF X| &
- 2o Y CjEEE|[=3~19 7S HEZ| AE
- CEEHZ AES
32 HIO|E A 7|

N BIOIE 4 A E (Type Code) & S0l Sl AEE[Q| LB} Bl ZX S LIEIH
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exFAT Directory Structure

Root Directory = Type Code

Mame |Ex't| Size|Created |Modiﬂed Accessed |Attr. |1stsec10|[
{Root directory) 40KB 672 Al ac 1PN 37|

| IproDIR 40 KB 2010-10-22 20:2.. 2010-10-22 20:2... 2010-10-22 20:2.. 20
|_] sBitmap 7.6 KB G40 In Use 7 1
| ] sUpCase 5.7 KB 656
[ ) forensic_example.bd it 188 B 2010-10-22 20:2.. 2010-10-06 19:1.. 2010-10-22 20:2.. A Faa Category 6 1
Filesystem:  exAT  Offset o1 2 3 4 5 6 7 ®8 9 A B CDE F

ooos4000 03|00 oo oo 00 OO OO 00 OO OO OO OO OO 00 00 OO0 Importance 5 1
Default Edit Mode 00054010 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00
. original ' gpns4nz0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Code 0 5
Undo level: 0 00054030 00 00 00 00 02 00 00 00 96 1E OO0 00 00 0O 00 OO
Lindo reverses: na | pnos4040 DD 00 00 OD D3 19 E6 OO OO0 OO0 00 00 0O 00 OO . In U
Alloc of visible drive space: 00054050 00 OO0 00 OO 04 00 00 OO0 CC 16 OO OO0 00 00 00 0O n Use

00054060 02 16 B& 10 00 00 00 23 A3 56 3D 23 A3 56 3D

ERREICE oot airect 6| DoDs4070 23 A3 S6 3D 29 29 A4 A4 A4 00 00 00 00 00 00 OO v 0:NotlIn Use
(Rootdrecon) | popsanan 03 00 06 35 11 00 00 00 10 00 00 00 00 00 OO
00054090 00 00 00 00 07 00 00 00 00 10 00 00 00 00 00 00

Snapshottaken — A7min-20° | nogs4pan [c1)oo 70 00 72 00 6F DO 44 00 49 00 52 00 00 0O v 1:InUse
p—— ooy | 000540B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

050272 bytes | 00054000 [85] 03 AF 91 20 00 00 00 39 A3 56 3D 4D 93 46 3D, Category
Fres space: sseyp | 000S40D0 39 A3 56 3D 64 00 A4 A4 A4 00 00 00 00 00 00 00

265619072 bytes | 000540E0 [COJ 03 00 14 84 83 00 00 BC 00 00 00 00 00 00 00
000540F0 00 00 00 00 08 00 00 00 BC 00 00 00 00 00 00 00 v 0: Primary Entry

Total capacity: 245 MB

556,900,608 bytes | 00054100 00 66 00 6F 00 72 00 &5 00 GE 00 73 00 69 00

00054110 63 00 5F 00 &5 00 78 00 &1 00 6D 00 70 00 6C OO

Bytes per cluster: 4096 | 00054120 00 65 00 2E 00 74 00 78 00 74 00 00 00 00 OO v 1 : Secondary Entry
_Frgi:lglfsftif;[ gggg; 00054130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

' ' 00054140 02 ED BC 20 00 00 00 39 A3 56 3D 19 83 4B 3D . Importance
Bytes per sector. 512 | poos4150 39 A3 56 3D B0 00 A4 A4 A4 00 00 00D 00 00 00 0O
Sector count 01728 | popss1a0 [co]o3 00 0B ce DO 0O OO 41 SB 02 00 00 00 00 OO o
Physical disk 3| opos4170 00 00D 00 0O 0% 00 00 OO0 41 SB 02 00 OO0 00 00 0O v 0:Critical Entry

00054180 DD 70 00 72 00 eF 00O BE 00 &5 00 65 00 72 00

Display time zone: UTC +08:00
fv'lﬂdpeZY hexadecimal ggggjigg 2E 00 70 00 64 00 66 OO 00 OO0 0O 0O OO0 00 00 0O v 1 - Benign Entry
Character set ANSIASCH 0g FD A5 20 00 Q0O 00 39 A3 56 3D EC 83 55 3D
Offsets: hexadecimal | 000541E0 | 39 A3 56 3D 95 00 A4 A4 A4 00 00 00 00 00 00 0O
Bytes perpage:  38x16=608 | ggps41c0 [C0] 03 00 46 D1 80 00 DO BE 87 05 00 00 00 0O OO . Code
Window #: 2 | 00054100 00 00 00 2F 00 00 00 BE 87 05 00 00 OO0 00 00
Mo. of windows: 2| poos41E0 |oifoo 52 00 65 00 76 00 65 00 72 00 73 00 65 OO -
000541F0 20 00 45 00 6E 00 67 00 69 00 GE 00 65 00 65 00 v Identifiers the entry
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exFAT Directory Structure

Root Directory

- B10719 CIAEZ AEZ| ALE
=& 0| & C|H K 2| A E 2| (Volume Label Directory Entry)
Sttt H|E™ ClAlE 2| A E 2| (Allocation Bitmap Directory Entry)
CHE2 Xt HO| = C|H 2] A E 2| (UP-Case Directory Entry)
=% GUID C|& K 2| A E 2| (Volume GUID Directory Entry)
TexFAT I§ 2 C|2E{ 2| A E 2| (TexFAT Padding Directory Entry)

E2ce ™2 MO HO|= CIME 2] A E 2| (Windows CE Access Control Table Directory Entry)

o

el C| = E 2] Y E 2| (File Directory Entry) =

A E 2 2h i Cl3lE 2| A E 2| (Stream Extension Directory Entry) 2t o 9 C|AE2| g
3712l AEZ 7

utQ 0| E =t |3l E 2| Al E 2| (File Name Extension Directory Entry)

forensic-proof.com 32



exFAT Directory Structure

Volume Label Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry Char

0x00 | Type Cnt Volume Label

0x10 Volume Label Reserved
Cloje] 7= dA ac g5
2cy 1% 37 CEHAe g4 3cE 1% 37| i
Entry Type 0 1 0x83 In Use 7 1 1
Character Count 1 1 g0l2 ZAtE ZO| Category 6 1 0
Volume Label 2 22 E£E& 40|82 (§LIZLE) Importance 5 1 0
Reserved 24 8 - Code 0 5 00001

- &% dlolE Z[d Z20[:11 =X

- =5 H0l&S Yol &

mjo

AL (ZEB A, FA FE ZF2 0x03

In Use H[EZt 00| &|X| 2, A&l Z0| OtL|2r EHX| A+ESHA| RS 2|0
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exFAT Directory Structure

Volume Label Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
ntr Char
0x00 I_El_y;;' Cnat Volume Label
0x10 Volume Label Reserved
SE HO|ES X ¢t ot B2
o1 2 3 4 5 B 7 = 9 A B C D E F L=} u
03 00 00 oo oo oo oo oo o0 oo oo oo oo oo oo oo
a0 oo oo oo oo oo o0 oo o0 Ooo oo o0 oo oo oo oo
=EHOoIES X|He E ¢
o1 £ 3 4 5 & 7 5 9 A B C D E F o u
g3 09 65 00 Y8 00 46 OO0 41 OO0 54 OO0 5F 0O S5 00 1 e x F AT I
53 00 42 00 OO0 0O o0 oo o0 oo oo oo oo OO oo oo S B

forensic-proof.com
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exFAT Directory Structure

Allocation Bitmap Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry BitM

0x00 | Type Flags Reserved

0x10 Reserved First Cluster Data Length
Cloje] 7= dA ac g5
2cy 1% 37 CEHAe g4 3cE 1% 37| i
Entry Type 0 1 0x81 In Use 7 1 1
Bitmap Flags 1 1 HEM™ Zaj1 Category 6 1 0
Reserved 2 18 Importance 5 1 0
First Cluster 20 4 ANZE S AH F=A Code 0 5 00011
Data Length 24 8 Clolef ZO|
HEM Zgi1 53
- Y HIEY B01Z2 AT) 27} (TexFAT AL Al e an | @ i
7-1 Reserved
° E E‘I - E‘l 2 H 0'” 'rl Xl (7|'H1 H 0 1 0 15t Bitmap
0 1 1 2"d Bitmap

- HO|H Z0|= BIOIE Z0|
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exFAT Directory Structure

Allocation Bitmap Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 532, FBlla:gAs Reserved
0x10 Reserved First Cluster Data Length
o1 2 3 4 5 B 7 B 9 A B C D E F 2] u
61 00 0O 00 OO0 OO QOO0 0o o0 0o o0 o0 oo 00 oo oo
a0 o0 oo oojoz2 Elg a0 oof |96 1E 00 OO0 OO0 0O oo oo |
o 1 2 3 4 5 B 7 g 9 10 11 12 13 14 15 S u
7F 00 00 00 00 EQ FF FF FF FF FF FF FF FF FF FF BT

FF FF FF FF FF FF FF FF FF FF FF FF FF 01 00 00 35RAsnnssnasy
00 00 00 00 00 OO OO 00 0O 00 OO OO 00 00 00 OO0
00 00 00 00 00 OO OO 00 0O 00 OO OO 00 OO0 00 OO0
00 00 00 00 00 OO OO 00 0O 00 OO OO 00 00 00 OO0
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exFAT Directory Structure

UP-Case Table Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entry
Reservedl Table Checksum Reserved?2
0x00 | Type
0x10 Reserved? First Cluster Data Length
Cloje] 7= dA ac g5
4cd 1 37| 28/% R = 1%l 37| o
Entry Type 0 1 0x82 In Use 7 1 1
Reservedl 1 3 Category 6 1 0
Table Checksum 4 4 HolE §3ad Importance 5 1 0
Reserved2 8 12 Code 0 5 00010
First Cluster 20 4 AE22AH FA
Data Length 24 8 Clolef ZO|
- IYEHZ HEXAtz gty I ALE (0| Eut HM EAFE | Hl W)

- HIOl= AE OO M2 ALt ER
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exFAT Directory Structure

UP-Case Table Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 FI'CE)Z Reservedl Table Checksum Reserved?2
0x10 Reserved? First Cluster Data Length

o 1 2 3 4 5 B 7 g 9 10 11 12 13 14 15 ] u

82 00 00 00 0D D3 19 ER 0O OO OO OO oo oo oo oo | 0 =

oo 0o o0 oofo4 Dp oo oo 2C 1e 00 OO OO0 OO0 OO0 0o I

o1 2 3 4 5 B 7 g 9 10 11 12 13 14 15 ] u

oo oo ol oo o2 oo o3 oo 04 00 05 00 Os OO OF OO0
og oo o9 o0 0a oo OB OO 02 00 oD 00 Ok OO0 OF 00
10 0o 11 00 12 oo 13 0o 14 00 15 00 1e OO 1% OO0
18 00 1% 00 1A OO0 1B OO 1 OO 1D OO0 1E OO 1F OO0

20 00 21 00 22 00 23 00 24 00 25 00 26 00 2% 00 =T
28 00 29 00 2a 00 2B 00 2C 00 20 OO0 ZE OO ZF OO ( ) = + , - -
0 oo 31 00 32 00 33 00 34 00 35 00 36 OO 3% 00 O 1 2 3 4 5 6 7
Jg oo 39 00 3a 00 3B OO 3¢ 00 3D OO S3E OO 3F OO & 9 @ ; < = » ¢
40 00 41 00 42 00 43 00 44 00 45 00 46 00 47 00 @ A B C D F i3
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exFAT Directory Structure

Volume GUID Directory Entry

00 01 02 03 04 05 06 10 11 13 14 15
Entry P General
0x00 | Type Cnt Set Checksum By RS Volume GUID
0x10 Volume GUID Reserved
Clo|E & "M Ac B
4cd 1 37| 28/% R = X 37| o
Entry Type 0 1 0xAO0 In Use 7 1 1
Secondary Count 1 1 k&t 0x00 Category 6 1 0
Set Checksum 2 2 Importance 5 1 1
General Primary 4 ) =@ =0 Code 0 5 00000
Flags
Volume GUID 6 16 =& GUID =g =1 s
Reserved 22 10 (= 2% 37| Zt
Allocation
. . . 0 1 0-No
< Benign Primary Y E 2| Prossible
No FAT Chain | 1 1 2 - Ya"oll.d
- OSRLIEF EXISILD gl =k US — nven
Custom 2 14

forensic-proof.com

39



exFAT Directory Structure

Windows CE Access Control Table Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entry
0x00 | Type Reserved
0x10 Reserved
Cloje] 7= M Aac HE
ey K| 37| ez gy ac Ax | a7 &
Entry Type 0 1 OxE2 In Use 7 1 1
Reserved 1 31 Category 6 1 0
Importance 5 1 0
. i o =
Benign Secondary A E2| Code 0 5 00010

- HH™ 1.0 0M= XS] 25 (R’I=S CETH X|J)
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exFAT Directory Structure

File + Stream Extension + File Name Extension Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry 2nd

Set Checksum File Attributes Reserved1 Created Time Last Modified Time
0x00 | Type Cnt

c g Creat Last Last
0x10 Last Accessed Time reate Mod Mod Acc Reserved?2

10ms 10ms ed TZ 7 7

File Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 Fr;;rz Gzi‘? F\{/ifjelr Nfer;e Name hash Reserved?2 Valid Data Length
Flags
0x10 Reserved3 First Cluster Data Length
Stream Extension Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 E’CKZ :2355 File Name
0x10 File Name

File Name Extension Entry
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exFAT Directory Structure

File Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry P . . : e
Set Checksum File Attributes Reserved1 Created Time Last Modified Time
0x00 | Type Cnt
Last Last Last
. Creat
0x10 Last Accessed Time irg::: Mod Mod Acc Reserved?
10ms ed TZ TZ TZ
Clo|E & dAaacEd

4cdy SR 37| a8/ M IS L1X] 37| o
Entry Type 0 1 0x85 In Use 7 1 1
Secondary Count 1 1 Category 6 1 0
Set Check 2 2

et thecksum Importance 5 1 0
File Attributes 4 2 ol =M

Code 0 5 00101
Reservedl 6 2
— el =M g3
Created Time 8 4 DOS Timestamp &4 i
. M o x 37 1] ﬁa

Last Modified Time 12 4 DOS Timestamp &4 - ° 1 | t
Last Accessed Time 16 4 DOS Timestamp &4 Reserved2 6 10
Created 10ms 20 1 A2t 10ms B4k Archive 5 1 0x20
Last Modified 10ms 21 1 OrX| 8t =™ A| 2t 10ms S 74k Directory 4 1 0x10
Created TZ Offset 22 1 MM A|ZH Timezone 2| K| Reserved1 3 1
Last Modified TZ Offset 23 1 OpX| 2k =& A| 7} Timezone #| %] System 2 1 0x04
Last Accessed TZ Offset 24 1 OFX| 2k H 2 Al Zt Timezone & X| Hidden 1 1 0x02
Reserved?2 25 7 Read-Only 0 1 0x01
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exFAT Directory Structure

File Directory Entry

00 01 02 03 04 05 06 07 08 09 10 12 13 14
Entry P . . : e
Set Checksum File Attributes Reservedl Created Time Last Modified Time
0x00 | Type Cnt
Last Last Last
0x10 Last Accessed Time Create Mod (IreES: Mod Acc Reserved?2
10ms 10ms ed TZ 7 7

C AMAAIZE ORXZ SEAIZE ORI 2 AR HE

-

- 10ms CHe[o] e S OpX[9t =FA|Zt HF
- ZF A2 ¥ EFAZE(Time Zone) M

« A= XP 2HE0M 10ms THR|2 AZH EE Oy S5 (=l EQ)

-1 \F| = =

0
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exFAT Directory Structure

File Directory Entry = File Deletion

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entry P . . : e
Set Checksum File Attributes Reserved1 Created Time Last Modified Time
0x00 | Type Cnt

c g Creat Last Last
0x10 Last Accessed Time reate Mod Mod Acc Reserved?2

10ms 10ms ed TZ 7 7

AR H
o1 2 3 4 5 B 7 d 9 & B C© D E F

g> 02 EO BC 20 OO0 OO0 OO 3% A3 5k 3D 19 83 4B 3D
i9 A3 56 3D B0 00 A4 A4 A4 OO OO0 OO0 OO OO 0O OO

e

o 1 2 3 4 &5 B 7 5 9 & B C D E F
o5 02 EO BC 20 OO0 OO OO 39 A3 56 3D 19 33 4B 3D
39 23 50 3D 80 OO0 A4 A4 A4 QOO0 OO0 OO OO0 OO OO OO
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exFAT Directory Structure

Stream Extension Directory Entry

00 01 02 03 05 06 07 08 09 10 11 12 13 14 15
Entr Gen Reser | N
Y P ame Name hash Reserved?2 Valid Data Length
0x00 | Type vedl Len
Flags
0x10 Rserved3 First Cluster Data Length
NEEES ERELE:
=co A% | ar | dwEz gy ac x| a7 2
Entry Type 0 1 0xCOo In Use 7 1 1
General Category 6 1 1
1 1

Secondary Flags

Importance 5 1 0
Reservedl 2 1

Code 0 5 00000
Name Length 3 1 0| 09|
Name hash 4 2 O| & dli+f (CIZEH 2| M0 AHE) At BYI EH
Reserved2 6 2 4ac S1X] 37| 3
Valid Data Length 8 8 2% H 0|y 4O Allocation 0-No

. 0 1

Possible 1-Yes

Reserved3 16 4
. 0 - Valid

First Cluster 20 4 AlE 28| AH No FAT Chain | 1 1 1 - Invalid
Data Length 24 8 OlolE Z0| Custom 2 14
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exFAT Directory Structure

Stream Extension Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entr Gen Reser | N
Y P ame Name hash Reserved?2 Valid Data Length
0x00 | Type vedl Len
Flags

0x10 Rserved3 First Cluster Data Length

- mrgefAv| A fIX HE ME

- T 0|2 B4 > CIAE2| AM ST By

No FAT Chain Z21:1
SPYAET ASH

A% 2 AH
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exFAT Directory Structure

Stream Extension Directory Entry = File Deletion

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry Reser | Name

L
0x00 | Type e vedl en

Name hash Reserved?2 Valid Data Length

0x10 Rserved3 First Cluster Data Length

ARl A
o 1 & 3 4 5 b 7 o 9 A B C D E F

cd 03 00 0B Ce DO OO OO 41 5B 02 00O OO0 OO0 OO OO
oo oo oo oo o9 oo oo oo 41 5B 02 0O OO OO0 OO0 oo

E
o 1 2 3 4 &5 B 7 5 9 & B C D E F
40| 03 00 OB Ce DO OO OO 41 5B 02 OO OO OO OO OO0
go oo oo oo oY% 0o oo oo 41 SB OZ2 OO OO OO OO oo
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exFAT Directory Structure

File Name Extension Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 15
Gen
Entry .
ond File Name
0x00
x Type Flags
0x10 File Name
Cloje] 7= dA ac g5
4cd 1% 37| 28/% R = 1%l 37| o
Entry Type 0 1 0xC1 In Use 7 1 1
General 1 1 0x00 Category 6 1 1
Secondary Flags
Importance 5 1 0
File Name 2 30 otAH 15 SXHFLIZAE)
Code 0 5 00001
. SICHO| 7H=38L K| ot2
2E0| 7H5BHR| 048 xrEan m
_ i =y olxl ayl ZF
AE28{AH S HojH Zo| HEVI §iZ = b -
Allocation 0-No
Possible 0 ! 1-Yes
- O 255 2Ate| YW Jts .
No FAT Chain | 1 1 0-Vvalid
1 - Invalid
177§ ot O| 5 =7 ClAEZ| AEZ ER
Custom 2 14
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exFAT Directory Structure

File Name Extension Directory Entry = Multiple Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Gen

0x00 I_Err;':)rg/ FIZ;;S File Name

0x10 File Name
Of fset o1 2 3 4 5 B 7 g 9 A B C D E F ) u
000541E0 |1 00 52 00 65 00 76 00 G5 00 72 00 73 00 65 00| A Re v er s e
aoo=41F0 |20 00 45 00 eE OO0 67 00 B9 00 BE OO0 B3 00 65 OO0 Engilnee
00054200 [C1 00 72 00 69 00 GE OO0 A7 OO0 20 00 74 00 68 00| A r i n g t h
goos4210 |85 00 20 00 4D 00 64 00 w3 00 72 00 eF 00 75 00| e Mi1cros
00054220 |1 00 6F OO0 66 00 74 00 20 OO0 45 00 78 00 74 00| & o f t E z t
a00=4230 |65 00 6E 00 64 00 65 00 64 00 20 00 46 00 41 00 e n d e d F a
00054240 |1 00 54 00 20 00 46 00 &9 00 6C 00 65 OO0 20 00| A T File
Ooos4250 (53 00 79 00 75 00 74 00 w5 00 6D 00 20 00 28 001 5 v s £t e m [
00054260 |1 00 65 OO0 78 00 46 00 41 00 54 00 29 00 ZE 00| & e x F A T )
aoo=4270 |70 00 64 00 66 00 0D 00 00 OO OO OO OO OO0 00 00) p d f

Reverse Engineering the Microsoft Extended FAT File System (exFAT).pdf
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exFAT Directory Structure

File Name Extension Directory Entry = File Deletion

0x00

0x10

00

02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry
Type

File Name

File Name

ARl

g 1 2 3 4 5 B 7 a0 Y4 A B C D E F
1 00 70 00 72 00 eF OO0 wE OO0 5 00 g5 00 72 OO0
2E 00 70 00 B4 00O be OO OO0 OO OO OO OO OO OO OO
ARl

g 1 2 3 4 5 B 7 a 9 aAa B C D E F
41 00 70 00 72 00 eF OO0 ®E OO &5 00 B3 OO0 72 OO0
B 00 70 00 o4 00 b6 OO OO0 OO OO OO OO OO OO OO0
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exFAT Example

Security is a people problem...
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exFAT Example

File(Not fragmented) Allocation

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
011110000
FAT
E » Root Directory ————— Cluster 300
m 0x85 (Attributes, Timestamp, ...)
ﬂ 0xCO0 (Name, First clus, Data len) 301 [
0x85 (Attributes, Timestamp, ...) 0xC1 proneer.txt (File Name)
n 0xCO (Name, First clus, Data len) | 300
UP-Case Table
n 0xC1 Downloads (File Name)

300

301 Real Data

302 [ A \
~ Not Changed

304
300 301 302 303 304 305

305 T

306
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exFAT Example

File(Not fragmented) Deletion

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
000000000
FAT
E » Root Directory ————— Cluster 300
m 0x05 (Attributes, Timestamp, ...)
ﬂ 0x40 (Name, First clus, Data len) 301 [
0x85 (Attributes, Timestamp, ...) 0x41 proneer.txt (File Name)
n 0xCO (Name, First clus, Data len) | 300
UP-Case Table
n 0xC1 Downloads (File Name)

300

301 Real Data

302 [ A \
~ Not Changed

304
300 301 302 303 304 305

305 T

306
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exFAT Example

File(Fragmented) Allocation

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
011001100
FAT
E » Root Directory ———— Cluster 300
m 0x85 (Attributes, Timestamp, ...)
ﬂ 0xCO0 (Name, First clus, Data len) 301 [
0x85 (Attributes, Timestamp, ...) 0xC1 proneer.txt (File Name)
n 0xCO (Name, First clus, Data len) | 300
n UP-Case Table 0xC1 Downloads (File Name)

300

301 Real Data

302
303

g

<

Changed

A

304
30

5
306 E—
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exFAT Example

File(Fragmented) Allocation

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
000000000
FAT
E » Root Directory ———— Cluster 300
m 0x05 (Attributes, Timestamp, ...)
ﬂ 0x40 (Name, First clus, Data len) 301 [
0x85 (Attributes, Timestamp, ...) 0x41 proneer.txt (File Name)
n 0xCO (Name, First clus, Data len) | 300
n UP-Case Table 0xC1 Downloads (File Name)

300

301 Real Data

302
303

g

<

Changed

A

304
30

5
306 E—
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Quiz !

Security is a people problem...
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exFAT

FAT32 1} CtE ™22

VBR (Volume Boot Record)?} 7tX|= & ME &2

Cluster Heap G0 EX5t= AKX =?

ret
H
no
o
_\'.I_
A
>
de)
rr
Pt
)
2
|m
o
=\|I=
3>
rr

~J)

27t &= AEL=?

10ms EH2|o| A|ZH0] MEE|= A2t ZE=?

Zf o+t ClHE 2|0t $ 95 = DI e| HER|S Th+
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exFAT
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Question & Answer
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